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Abstract Several studies rank privacy in India as a
critical issue and concern for businesses, but very few
study end users’ perspective. Understanding users’ privacy perceptions help develop effective policies, laws
and businesses. We conducted 20 semi-structured interviews, 4 focused group discussions (with a total of 31
participants) and 10,427 surveys to bring forth various
insights on privacy expectations and perceptions of end
users. Our study explored end-users’ privacy expectations on different aspects of everyday life – credit cards,
mobile phones, the Internet, and government. Contradictory to conventional wisdom of India being a collectivist society, participants showed inclination towards
individualist behavior. We derived privacy indices and
classified Indian citizens into three different categories,
fundamentalist, pragmatist and unconcerned showing
privacy trends. Most participants in our study
showed pragmatist behavior towards various privacy decisions. Female participants in the study were marginally
more conscious of their privacy than males. Young and
senior participants in our study were less willing to
share some pieces of information than other participants. To the best of our knowledge, this work presents
the largest privacy study which benchmarks privacy
perceptions among Indian citizens.
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1 Introduction
Devices and technologies such as smartphones, cloud
computing and the Internet form strong pillars of an
individual’s existence in the 21st century [18]. Technology has helped bring world close through virtual
presence on these devices via the Internet. Technology
is also being used for unsolicited services, advertising,
surveillance and marketing which not only changes the
perception of individuals towards technology, but also
raises privacy concerns. This lead to extension of age
old concept of privacy from protecting personal possessions to protecting existence in the virtual world [4].
Ashley Dunn described this development as:
Privacy in the modern age has largely been an
issue of physical walls – walls that protect our
possessions, shield our secrets and provide a
haven for lives that are different from our
public personas. But the very nature of virtual
life seems to rebel against this
opacity . . . Privacy will never be the same.
Privacy is difficult to define as every individual may
have a different definition and expectation of privacy [63]. Privacy needs may vary from one individual to another and from one culture to another e.g.
women may have different privacy expectation from
men and countries in the world may have different privacy expectations [15]. Privacy has been well studied
in the developed world, countries including the US,
European Union and UK have been pioneers at developing privacy principles to protect right to privacy of
the citizens [17, 22, 44]. Numerous public opinion surveys conducted in these countries show increased privacy concern among the citizens [25, 44, 73, 75]. Findings of these surveys bring forth various privacy con-
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cerns on the Internet usage practices [24, 25] profiling
/ tracking through the Internet services [22], data collection and sharing by corporates [15], surveillance by
government [5], bodily privacy concerns and outsourcing of data among countries [61]. However, developing
countries like India have been found to be less privacy
conscious and have struggled to develop privacy understanding [43].
Some studies present difference in privacy expectations and behavior of Indian citizens from citizens
in developed countries. In 1991, Hofstede developed a
number of cultural values indices to measure cultural
differences between societies. According to Hofstede,
India is a collectivist society with lower Individualism
Index (IDV) and higher Power Distance Index (PDI)
compared to the US, which is an individualist society
with higher IDV and lower PDI. Hofstede has shown
that individuals in collectivist societies have more trust
and faith in other people than individuals in individualist societies [37, 38]. India has been thought to be
oblivious to privacy for long, Kumaraguru et al. found
Indian participants to have less concern about their
privacy than American participants [45]. Researchers
found that Indian participants were generally trustworthy of businesses and governments to protect their privacy [27, 43, 45]. Indian respondents were largely unaware of how businesses and the government use their
personal data. For example, most were unaware that
businesses might keep records of their purchases, or that
anyone might record data related to the use of swipe
cards for building access. Many respondents were unaware of the identity theft problem, and some who were
aware of it were confident that it would not happen to
them. Similar comparisons with countries like Switzerland and China presented lack of awareness among Indian citizens for privacy on cloud based services and
Online Social Networks (OSN) respectively [40, 74].
The existing opinion shows that Indian citizens are
unaware of privacy, but recent developments in the political landscape and news media bring forth a different face of privacy expectations in India. A New York
Times article reported that people in Mumbai, India
expressed strong need for privacy from neighbors and
family [68]. The following excerpt from the article explains this behavior: “Given that Indian culture is so
deeply people-oriented, and family, friends, neighbors
and relatives traditionally play such a large part in society, one has to wonder if more and more globalization
is making the younger generation more self-centered.”
They further showed that scarcity of physical space in
the city had redefined privacy expectations of young individuals specially, females. Another, recent survey by
Nokia with young Indian users of their services pre-
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sented an interesting privacy result: “The survey portrays a paradoxical picture of a country which loves music, gaming and social networking on one hand and also
seeks privacy for its online and mobile presence” [2].
Marshall et al. through their study with 245 Indian students in the US universities found that Indian students
showed more individualistic behavior than American
students [50]. Recent petitions filed in the Delhi High
Court (India), show concerns about transferring Indian
consumers data to the US. The petition “sought a direction to ensure safety of the data of 50 million Indian
users, which was transferred to the US and is being
used for commercial gains in violation of the right to
privacy” [59].
Globalization of businesses requires information and
data sharing between the developed and developing countries. Most of the developed countries settled
down with various trade-offs between economic benefits through open access to information and individual’s
rights to privacy. However, outsourcing of data to developing countries like India has been a concern in the
absence of stringent privacy laws in developing countries [29]. India is among the dominant players in the
global outsourcing market with a share worth almost
USD 52 billion [19]. Among various sectors, banking
and financial services amounts for 40% of the Indian
outsourcing industry. Businesses are also no longer limited to just outsourcing of data from developed to developing countries, but developing countries offer huge
markets for investments and economic benefits [31, 60].
India is one of the largest country which offers both services and has a large consumer sector to avail international services. India has emerged as a major economic
power which is among the priority markets for the US
and the UK investors, and also attracts diverse business investments from all around the world [56]. The
US contributed almost 7% of all FDI inflows into India from April 2000 to January 2011, in various sectors
including information technology, industrial goods, retail and consumer products, and financial services [31].
However, successful and trustworthy expansion of these
businesses across countries require understanding legal
landscape, individual’s expectations of services and privacy trade-offs. Most reports published in recent years
discuss the legal perspective of privacy but very few
studies bring forth an individual’s opinion and understanding of privacy [12, 23].
Privacy expectations are not just limited to businesses being offered by / in the country, but also expands to legislation and Government of India [21]. Privacy concerns have been raised for extensive surveillance by various intelligence agencies and government
data collection policies. The initiation of national
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schemes in India like Unique Identification number (UID),1 National Intelligence Grid (NATGRID),2
Central Monitoring System (CMS),3 Crime and Criminal Tracking Network & Systems, (CCTNS),4 and
Rashtriya Swasthya Bima Yojana (RSYB),5 raised concerns about the impact of such schemes on privacy of
individuals.6 Enormous data collection has led to ambiguity over “who is allowed to collect data, what data
can be collected, what are the rights of the individual,
and how the right to privacy will be protected” for the
legislation and policy developers [21]. Understanding
users’ privacy perceptions help, develop effective policies, laws and businesses [10]. However, in India, public
opinion about collection, access and protection of data
have not been comprehensively studied. Very few academic studies investigate privacy perceptions in India
on a large scale. In this paper, we bring forth various
such insights about privacy expectations on use of different technology and policies through the responses
of 20 semi-structured interviews, 4 focused group discussions with a total of 31 participants and survey responses from 10,427 participants.
The increased demand for privacy from global businesses and from consumers within the country initiated
discussions for India’s own Data protection and Privacy laws. Data Protection rules were introduced as an
amendment to IT Act (2011) [52], however, The Privacy
Bill still remains under discussion [54]. The Planning
Commission of India formed a committee of experts
on privacy to suggest necessary privacy framework in
2012 [21]. The group of experts believed that effective
implementation of privacy laws would require to know
the privacy expectations and current practices of the
citizens of the country. Also, it would require to spread
awareness among the Indian population about their
privacy rights and correct practices. Facilitating this
process, we present some comparisons between public
opinions about privacy and privacy as suggested in the
framework by experts. We present, existing user’s practices and beliefs which conflict with privacy provisioned
in law such as Data Protection Rules (IT Act) and Citizenship Act, 1955 and Rules, 2003. We hope that this
understanding of what people know and expect about
privacy will help build better laws and policies.
1

http://uidai.gov.in/
http://news.rediff.com/report/2010/feb/06/natgrid-willtrack-all-your-spending.htm
3
http://articles.timesofindia.indiatimes.com/2013-0618/india/40047539 1 phone-tapping-cms-central-monitoringsystem
4
http://ncrb.nic.in/cctns.htm
5
http://www.rsby.gov.in/
6
http://www.moneylife.in/article/how-aadhaar-or-theuid-project-can-get-you-into-deep-trouble/13510.html.
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Privacy perceptions of commons also needs to be
quantified to make effective decisions and place India
on the world map of privacy. Various models and measures quantifying individual’s privacy expectation such
as a privacy index are well studied in the developed
world [15, 44, 61]. Westin classified the US citizens in
three different categories based on their privacy concerns: fundamentalist, pragmatists and unconcerned.
Bellman et al. suggested conceptual framework on information privacy by corporate management and national
regulations [15]. These studies intended to represent the
right expectations of individuals, corporates and governments which could help offer better policy framing
and services. The expansion of foreign businesses in India and need for effective legislation within the country
requires such insights and measures to be available. To
best of our knowledge, we did not find any academic
rigorous study that develops such models and measures
(privacy index) which quantify privacy as understood
by the commons in India.
We found existence of two distinct views about privacy is India – first, Indian citizens were not concerned
about privacy and second, there is increasing need for
privacy in India. This motivated us to explore and understand the privacy landscape better through a study
with empirical data. The comprehensive understanding of Indian citizen’s view on privacy is not only vital
for the country, but is also important for the world.
Understanding privacy involves analyzing individual
thoughts and perceptions through multiple perspectives,
including legal, cultural and individualist influences. It
also requires knowledge of the concerns and also how
individuals are concerned. Our study presents a five dimensional understanding for Indian participants about
their privacy which include a cultural view of privacy,
privacy index as a privacy measure, influence of demographics, influence of individual traits, and perceptions
about legislation. We analyze, these 5 dimensions in
following contexts – general privacy needs, services and
technology, and government.
Contributions: The main contributions of our work
are summarized below:
– Collected 10,427 responses to benchmark privacy
perceptions in India. To best of our knowledge, this
is the largest exploratory study describing privacy
opinion, in India.
– Presented changing expectations of privacy with difference in demographics such as age, and gender.
– Developed privacy indices and classified Indian citizens into three different categories as fundamentalist, pragmatist and unconcerned.
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– Presented the influence of various individual traits
such as anxiety, and agreeableness on privacy expectation of individuals.

2 Related Work
In this section, we discuss privacy studies around the
world which drive our research and help to develop the
research questions we intend to study.

2.1 Privacy around the World
Many privacy surveys have been conducted in the US,
Europe, Australia, UK and Canada [15, 16, 28, 34–36,
58, 62], to understand privacy expectations of various
stakeholders – governments, corporates or marketers,
and consumers of various services. These studies analyze privacy concerns on various platforms like the
Internet, websites, OSN, on outsourcing, and marketing [47, 49, 55, 58, 65].
Privacy around the world has been studied in context of analyzing privacy trends, behavioral science,
personality traits, economic influence, developing technologies etc. Since the late 1970s, Westin conducted
over 30 privacy surveys in the US. For each of his surveys, Westin summarized trends in privacy concerns in
the US through one or more privacy indices [44]. Cranor
et al. tried to comprehend the nature of online privacy
concerns among the US participants. They attempted
to understand how participants were concerned about
privacy [22]. A study on citizen’s perception on data
protection with more than 27,000 citizens in the 27 EU
Member States was conducted to study awareness, attitudes and views of citizens on data protection measures [67]. Topics of the survey comprised general feelings and concerns about data privacy, trust that users
place in different types of organizations which collect
and store their personal data, awareness of data protection rights and of the national protection authorities, perceived security of data transmission. Anton et
al. compared changes in privacy perceptions of the US
Internet users from 2002 to 2008. Their results showed
that top concerns remained same among the users, however the recent events influenced the relative importance of the concerns [13]. Hallinan et al. analyzed public opinion surveys on data protection and privacy of EU
citizens [33]. They comprehended understanding and
awareness of the legal framework for protection as a
solid manifestation of data protection and privacy.
Prior studies showed multiple factors influenced
users’ perception about privacy and their decisions on
privacy sensitive matters. Users might trade-off privacy
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for benefits. Acquisti et al. found that individuals assigned different importance to privacy of their data
depending on following two factors – “a) how much
money would participants accept to disclose otherwise
private information, or how much they would pay to
protect otherwise public information; and b) the order in which they considered different offers for that
data” [10]. An anonymous survey showed that rationality in decision making influences privacy behavior. Authors analyzed participants’ knowledge, behavior, and
psychological deviations to study the rationality assumptions of the participants. Study results showed
participants might fall for marketing schemes offering
low rewards and release their personal information [9].
Acquisti et al. also showed that individuals who actually wanted to protect their privacy might not do so
because of psychological misrepresentations, as found
in the behavioral literature [8]. They showed that these
misrepresentations affect not only naive individuals but
even sophisticated users; and these misinterpretations
also occurred when individuals did not perceive protecting their privacy as significant.
Another aspect which influences privacy decisions
is personality traits. Sumner et al. explored the magnitude to which one could determine personality traits
and privacy concerns based on Facebook usage [66].
They compared the Big Five personality traits (extraversion, agreeableness, conscientiousness, neuroticism and
openness) with Facebook usage, activities and language
use. They showed significant correlation between an individual’s personality type, their Facebook activity and
concern level about privacy. Chai et al. found through
their study that the Internet users’ information privacy
behaviors were affected by two significant factors: “(1)
users perceived importance of information privacy” and
“(2) information privacy self-efficacy” [20]. They also
found that users believed in the value of online information privacy and that information privacy protection
behavior varied by gender. Junglas et al. established a
model to incorporate the Big Five personality traits,
and perceptions of privacy, usefulness, risk, and trust
as components in their model. They used this to explain behavioral intentions towards adopting Location
Based Services [41]. They empirically tested the model
through a survey of 470 undergraduate business students.
Privacy behavior and concerns are complex to understand. Governments and industry around the world
rely upon privacy policies to convey the privacy practices and to address these concerns. However, recent
surveys showed that privacy policies are not easy to
understand [72] and therefore might lead to false expectations. Hoofnagle et al. analyzed Californians’ un-
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derstanding of privacy policies and default rules in the
online environment, with 991 participants. They found
a majority of participants thought that privacy policies
create “the right to require a website to delete personal information upon request, a general right to sue
for damages, a right to be informed of security breaches,
a right to assistance if identity theft occurs, and a right
to access and correct data” [39]. Reading privacy policies can help remove such misconceptions, but it involves additional cost. McDonald et al. found that the
national opportunity cost for the time spent in reading
policies was on the order of $781 billion per year. Apart
from which, time would also be spent on comparing the
website policies to take wise decisions [51]. Tsai et al.
conducted a study to determine if a more noticeable
display of private information would cause users to include privacy considerations while making decisions for
online purchasing [70]. They found when this information was presented, users preferred to purchase from
online retailers who offer better privacy.
Understanding privacy expectations help develop
better technologies. Ackerman et al. conducted a survey describing a variety of commerce scenarios to 381
users from the US, and investigated the participants’
concerns and preferences about privacy in online transactions [7]. They studied the range of user concerns
and preferences about privacy in order to build usable and effective interface mechanisms for P3P and
other privacy technologies. Backhouse et al. presented
an empirically-grounded framework which depicted perceptions of UK citizens [14]. In addition to exploring
citizens attitudes on using eID, authors explored the
reasons behind these attitudes. They observed increasing risk to the participant by new Identity Management Systems (IdMS). A study showed two distinct
approaches – “privacy-by-policy” and “privacy-byarchitecture” which can help develop privacy-friendly
systems. The study modeled user privacy concerns to
system operations (data transfer, storage, and processing) [64]. We hope that the privacy understanding from
our survey will help develop such technologies and adopt
these models to Indian context.

2.2 Privacy comparison between World and India
Privacy in India still remains unexplored to a large
extent. However, various studies which compare India
with the world provide some evidences and insights
about the Indian privacy perspective. Wang et al. examined privacy attitudes and practices of users on the
US, Chinese, and Indian social networking sites
(SNS) [74]. They conducted an online survey of 924
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users (291 chinese, 312 Indian and 321 American participants) on three popular SNSs in these countries. Their
results show that the US respondents were most privacy
concerned, followed by the Chinese, and Indian respondents were least concerned about privacy. The US sample was least willing to restrict the visibility of their
SNS information to certain people (e.g. co-workers).
Ion et al. conducted 16 in-depth interviews in Switzerland and 20 in India, followed up with an online survey
with 402 participants in both countries [40] to study
the privacy concerns of cloud consumers. Their results
showed that privacy requirements of users for consumer
cloud storage were different from those of companies.
They found that cultural differences greatly influenced
user attitudes and beliefs, such as their willingness to
store sensitive data in the cloud and their acceptance
that law enforcement agencies monitor user accounts.
Kumaraguru et al. conducted a study to understand
the privacy perceptions, awareness and concerns among
people in India and in the US [45]. They used the mental
model methodology to conduct and analyze interviews
with 57 participants in the US (28 participants) and India (29 participants). They found that Indian and the
American students had different views and privacy concern levels. The study showed that the Americans were
more aware of privacy issues.
Few other studies showed, Indian participants were
more concerned about privacy. Gupta et al. conducted
an empirical study of 809 consumers in the US and India to understand their information divulging behavior
online, their intentions to take and execute protective
actions during online interactions [32]. Results of the
study showed, differences in consumers’ willingness to
disclose personal information, and their intentions and
actions to protect privacy and security, between the US
and India. Patil et al. compared privacy attitudes of
knowledge workers in the U.S. and India who were part
of collaborative software development project spread
across five different sites of a multinational corporation [57]. They found knowledge workers in India conveyed higher interpersonal privacy concerns than their
US colleagues. Marshall et al. examined cross-national
differences in the usage of SNSs between university students in India and the US [50]. University students,
245 Indian and 241 American, participated in the survey about privacy attitudes, behaviors and communication patterns on OSN. They found that Indian American students showed many common communication
patterns and Indian students showed behaviors significantly more individualist than the American students.
We found very few studies such as Kumaraguru et
al. on privacy perceptions of Indian participants, which
discussed the privacy of individuals only in the Indian
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context. To the best of our knowledge, our study for
the first time discusses the personality traits, privacy
perceptions and attitudes, and legal understanding of
privacy in an Indian context. This study presents the
exclusive and empirical understanding of Indian privacy
perceptions on the large scale.
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would re-identify any subject was recorded in the interview data. We used randomly generated numbers to
identify the subjects in our notes so as to maintain subjects’ privacy. We got all the participants sign a consent
form before taking part in the interviews and we compensated all participants for their time and efforts.

3 Methodology
We conducted the study in 3 different phases - interviews, Focused Group Discussions (FGD) and surveys.
To explore users’ privacy practices and expectations,
we conducted 20 semi-structured, in depth interview
studies with residents of Delhi, India. After completing
the interviews, we conducted 4 FGDs with a total of
31 participants to brainstorm on various aspects of privacy. Using the inferences from the interviews, FGDs,
current changes in the news media and OSN, we developed a survey protocol and used it to collect 10,427
responses from all parts of India. In this section, we explain the methodology of each of the different phases of
the study. We were not required to go through an Institutional Review Board (IRB) approval process before
conducting the study. However, the authors of this paper have previously been involved in studies with U.S.
IRB approvals, and have applied similar practices in
this study. Participants were shown “consent information”, which they agreed to participate in our study.

3.1 Interviews
We recruited participants through word-of-mouth from
Delhi region and used screening questionnaire to select
the participants for the interviews. We completed 20 individual interviews lasting for about 120 minutes each;
we had 9 females and 11 males in the interviews. Participants were spread across various walks of life (e.g. age
group, education, and occupation). Table 1 gives demographics of participants. Interview sessions involved
one participant at a time and were administered by one
moderator. Interviews were mostly conducted in English. Administrator of the study met participants in
different places (e.g. coffee shop, participant’s home) to
conduct the interviews. Figure 1 shows one interview
conducted in Delhi. All 20 interviews were recorded,
transcribed for analysis. Questions were compartmentalized into different sections like general privacy, mobile phone privacy, credit cards / ATM privacy, websites / Internet / online social networks, and government. Appendix 2: Interview - Questionnaire [46] gives
the entire protocol that we used for the interviews. No
personal information (name, email address, etc.) that

Fig. 1 An interview that we conducted in Delhi.

3.2 Focus Group Discussions (FGDs)
We conducted 4 FGDs with 7 or 8 participants in each
group to further explore users’ privacy attitudes. Participants were from various age groups, profession, and
cultural background. Since perceptions might vary
across genders, we sampled participants to maintain almost 50% ratio of each gender. In our discussion, we observed that participants expressed privacy concerns and
specially emphasized on few areas e.g. mobile phone,
and online social networks. Hence, we explored in depth
the different aspects of privacy as mentioned by the participants.
We recruited participants for our FGDs, through
word-of-mouth and used the Screening Questionnaire
(Appendix 3: FGD - Background Questionnaire [46])
for recruiting participants. We screened only those participants who were in the category of people that we
were looking for (e.g. 18 – 24 years participants for
that group of study). We conducted the four FGDs
in different locations and worked with different organizations (academics / industry organization) where we
conducted the FGDs. We asked 20 questions in the
FGD and got consent forms signed by each of the participants before starting the FGD. We also compensated
the participants for their time and efforts.
Figure 2 presents one of the FGDs that we did among
students in Delhi. We used voice recorders to tape the
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Table 1 Demographics of the participants in the interviews.
Values in the table are in percentage.
N=20
Gender
Female
Male
Age
20 – 24
25 – 29
30 – 39
40 – 49
50+
Marital status
Single
Married
Education
Less than graduate
Graduate
Post graduate
Ph.D.
Professional
Occupation
Student
Work from home
Job in public sector
Job in private sector
Housewife
Business
Civil engineer
Journalist
Management
NGO

45
55
10
10
35
25
20
40
60
5
20
40
10
25
10
10
15
30
5
10
5
5
5
5

discussion. We tried to get each participant to share
their views about each topic. Appendix 4: FGD - Moderator Guide [46] has the questionnaire for the FGDs.
As and when we felt the discussion was going in a different direction, we requested participants to discuss
about the privacy implications. All FGD audios were
transcribed and analyzed. We conducted four FGDs in
Delhi; our aim was to conduct each FGD with participants from different backgrounds and privacy expectations. We did one with age group 18 − 25 years, student community (FGD1); one with 46 + years (FGD2);
one with 26 −35 years, working professionals / industry
(FGD3); one with 26 − 35 years, academia (FGD4). In
total, we had 31 participants for the FGDs.
We asked participants to identify information from
a list, which they considered as Personally Identifiable
Information (PII). We presented a printout with the list
(see Appendix 5: FGD - Personally Identifiable Information [46]). We also showed printouts of three Facebook setting pages for participants to mark their own
settings; the three screenshots we presented included –
basic privacy settings, detailed privacy settings , and
the request for permission while allowing / disallowing
third party applications.

Fig. 2 A focussed group discussion with students that we
conducted in Delhi.
Table 2 Gender and education characteristics of participants in the Focus Group Discussions. Values in the table
are in percentage. Age of participants is mentioned in years
and N represents the total number of participants in each
FGD.

Age

Gender
Female
Male
Education
Less than
graduate
Graduate
Post graduate
Ph.D.
Professional

FGD1
18-25
N=8

FGD2
46+
N=8

FGD3 FGD4
26-35
26-35
N=8
N=7
Percentages

Total

50.00
50.00

50.00
50.00

62.50
37.50

57.14
42.86

54.84
45.16

25.00

25.00

0.00

0.00

12.90

50.00
25.00

25.00
25.00

37.50
50.00

0.00
42.86

29.03
35.48

0.00
0.00

0.00
25.00

0.00
12.50

57.14
0.00

12.90
9.68

N=31

3.3 Survey
In total, we collected responses from 10,427 participants
in 2012. Our sample consisted of respondents from different cities in India; we travelled to multiple cities for
data collection and also took help from different organizations to collect data (See figure 3). Our survey
consists of respondents from every state and union territory in the country, except for one state (Mizoram).
Table 3 shows the demographics of the survey participants. We realize that number of males in our study are
dominant. However, male and female ratio is representative ratio of both genders who use technology and are
comfortable with English to participate in our study.
We also collected data through different means such
as web, and physical printouts. As our goal was to
observe privacy expectations from different walks of
life, we collected data from schools, universities, orga-
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nizations, metro stations, households, malls, etc. Before starting the data collection, we did pilot study for
about 70 respondents. Appendix 6: Survey - Questionnaire [46] gives the actual questionnaire that we used
for data collection. Majority (60%) of the participants
got to know about our survey through various market
research organizations that we worked with to collect
data and about 31% of the respondents got to know it
through “friends and acquaintances.” Majority of the
participants (63%) filled the survey in “Public space e.g.
shopping mall, cinema, market, and park” and about
28% filled it in their campus or organization.
Table 3 Demographics of survey participants, N = 10,427.
Gender
Female
Male
Age (in years)
18 to 24
25 to 34
35 to 50
51 to 65
Education Completed
High school
Bachelor
Masters
Ph. D.
Profession
Computer / IT related
Housewife
Manufacturing / Business
Professional (Doctor, CA,
etc.)
Student
Teaching / Research
Other
Used Internet for years
0-2 years
More than 2 to 3 years
More than 3 to 5 years
More than 5 years
Dont remember

(%)
61.11
38.89
(%)
69.97
15.58
6.67
7.78
(%)
25.58
53.31
20.00
1.11
(%)
27.78
10.00
17.78
7.78
3.33
3.33
3.33
(%)
27.78
10.00
7.78
3.33

4 Preliminary Results - Stepping Stone to
Survey
In this section, we present the qualitative data on privacy perceptions collected during interviews and FGDs.
The insights discussed in this section helped us design
the survey. We present our analysis on general privacy
understanding and concerns, mobile phone privacy concerns, knowledge of privacy laws, privacy in various government projects, and knowledge of privacy issues on
the Internet and OSN.
What is Privacy? : When participants were asked
about privacy in general (Question: “When you hear

Fig. 3 Percentage of sample from different states in India.
Mizoram is the only with no representation in our sample.

the word privacy, what comes to your mind?”), 7 of
them mentioned ‘privacy from other people,’ 7 mentioned some form of ‘information privacy’ (e.g. Internet, telephone, etc.), 1 mentioned ‘being let alone’ and
1 mentioned that privacy has multiple definitions and
it is very complicated to explain – e.g. “Everybody has
a different definition of privacy”, “we define different
spheres around us and it would involve different levels of
privacy.” This is inline with the conclusions from prior
work that, defining Privacy is difficult and it is complex
and multidimensional [63]. Similarly during the FGDs,
participants repeatedly mentioned that privacy is not
something easy to define and may vary according to the
context and the individual. One participant mentioned,
“Notion of privacy, as such is very vague.” Most participants defined it as “something” or “some information”
they do not want to share with others. Majority of the
participants thought privacy is going to become an issue in future; one participant mentioned “I, being a
student, do not consider privacy so important in life,
but am sure that 10 years down the line, it would hold
tremendous importance for me. By then a lot would
have happened in my life that I would like to keep private to myself.” Other student participants had similar
views. Another participant who had a similar sentiment
mentioned “In future, I don’t know how it will play. It
is a scary thought for me because in future, 10 years
down the line, there would be no concept like personal,
everywhere some or the other form of information will
be available about you.”
Personal information: While discussing what personal information is, most of the participants mentioned
economic status or income, and their age. Participants
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found email address to be less private than contact
number. One participant mentioned “I cannot share
my phone number but can share my email ID.” During the FGDs, we presented a list to the participants
to identify PII. Appendix 5: FGD - Personally Identifiable Information has the content that we presented to
the users [46]. Table 4 presents the percentage of participants who marked the information as PII from each
of the FGD; last column in the table presents the total of all four FGDs. From Table 4, we see that more
than 90% of the participants considered the following
information as PII: bank account number, credit card
number / debit card number, property details, passport
number, and email and other passwords. This shows a
lot of emphasis on financial / information details among
citizens. Participants considered gender, religion, and
category-SC (Schedule Caste) / ST (Schedule Tribe) /
OBC (Other Backward Classes) / general as the least
in terms of PII. We found that each participant had
different privacy expectations and definition. Further,
personal details like email address were less private. To
develop on this understanding, we included questions in
the survey which could provide empirical understanding of privacy concept and personal information in the
Indian context.
Changing privacy on OSN and the Internet: Most
participants were ignorant about various privacy issues
related to the Internet and online social media. For example, about 75% of the participants had never read
the privacy policy on any website that they have interacted with and about the same percentage of participants had never read the privacy policy of a website
before sharing his / her personal information. About
50% of the participants have changed their default settings on a social network that they use. Participants
were unaware of their information on social networks
and on the Internet – “I do not know where my photos
or information would be going online”. Another common behavior among participants was, they changed
their behavior online over the time (less concerned to
more concerned) – “Initially I had for all. Now the privacy settings are ‘friends’.” Some participants (specifically the elderly) in the FGDs did not use online social
media, as most of them did not feel the need for these
services. One participant, mentioned, “I dont feel necessity to post pictures therefore [I] not on Facebook.
Among the participants who used online social media,
nobody had read the privacy policy of these services.
A participant remarked, “I believe that even if I made
these privacy settings, I am not sure if what I want
is actually happening. I had removed a friend but still
I am not sure how they got to see my details.” Some
participants also mentioned “These [online social me-
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Table 4 Percentage of participants marking the data as Personally Identifiable Information (PII). Even though we had
31 participants in total, one participant did not provide the
details, so N = 30.
Age

Designation
Date of Birth
Birth Place
Gender
Family
member names
Photograph
(Hard copy)
Marital status
Photograph
(Digital copy)
Permanent
address
Passport
photocopy
Voters card
photocopy
Educational
qualification
Category-SC/
ST/ OBC/
General
Ration card
photocopy
Phone number
(landline)
ID card
photocopy
Mobile number
Photocopy of
other identify
proofs, like
PAN card
Bank account
number
Medical
records
Credit card
number /
Debit card
number
Passport
number
Your bank
name
Your phone
service
providers
name
Email and
other
Passwords
Fingerprints
and other
biometric
details

FGD1
18-25
N=8

Total

12.50
62.50
37.50
12.50
62.50

FGD2 FGD3 FGD4
46+
26-35
26-35
N=7
N=8
N=7
Percentages
0.00
75.00
28.57
14.29
12.50
57.14
0.00
0.00
28.75
0.00
0.00
14.29
28.57
0.00
71.43

75.00

85.71

50.00

85.71

73.33

37.50
100.00

14.29
71.43

0.00
50.00

28.57
85.71

20.00
76.67

62.50

28.57

0.00

71.43

40.00

75.00

100.00

62.50

85.71

80.00

100.00

100.00

75.00

71.43

86.67

0.00

28.57

0.00

14.29

10.00

12.50

0.00

0.00

14.29

6.67

50.00

85.71

50.00

71.43

63.33

87.50

57.14

25.00

57.14

56.67

62.50

85.71

75.00

85.71

76.67

75.00
87.5

85.71
100.00

37.50
50.00

71.43
71.43

66.67
76.67

100.00

100.00

100.00

100.00

100.00

50.00

85.71

0.00

71.43

50.00

100.00

100.00

87.50

100.00

96.67

75.00

100.00

62.50

100

83.33

37.50

57.14

25.00

42.86

40.00

0.00

28.57

12.50

28.57

16.67

100.00

100.00

100.00

100.00

100.00

75.00

71.43

25.00

100.00

66.67

N=30
30.00
36.67
16.67
6.67
40.00
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dia services] things are misused a lot.” as reason for
not using online social media services.
Concerns about financial privacy: One pattern seen
across participants was that, all of them felt very concerned about financial privacy. About 75% mentioned
that they don’t disclose any credit card details to ‘anybody’ over the phone. Fifty percent of the participants
had not read the privacy policy of their credit card company and only one participant said that he / she has
read the policy. About 50% of the participants said “no”
to “Do you think the ATM centers provide enough privacy for making money transactions?” We also believe
that various financial organizations and media have
played a great role in creating awareness about the financial privacy issues. Most participants credited their
understanding of the issue to either financial organizations or the media – “No, I never give credit card details to anybody over the phone. All credit card agencies have instructed not to give credit card details to
anyone on phone so I do not.” These observations were
anecdotal evidence for concerns on financial and Internet privacy. Most participants said they use credit and
debit cards, but they avoid using online banking and
money transactions, as they do not have much faith
in the online process. One participant shared an experience of identity theft with his friend using a credit
card – “A credit card was delivered to an address after
the person had moved from that address, hence that
credit card was taken by someone else, and used for
shopping, and the concerned person (his friend) got to
know only at the end of the month when he received
the bills.” To further quantify these privacy concerns in
Indian scenario, we included various scenarios on online
and offline transactions involving financial exchange,
exchange of personal information through websites and
OSN in the survey.
Government and privacy perception: While discussing about the awareness and existence of privacy
laws and various government projects in India, a common reaction was “Yes government has all kinds of information, but under various heads, it is not consolidated.” Participants, in general assume the government
to protect them and take care of their information, for
example, one participant, said “The government is not
expected to auction my personal information to anybody and everybody. If at all anyone gets an access,
it will definitely bother me.” More number of participants were aware about the UID project compared to
the NATGRID project. One participant mentioned “It
is important to have this kind of facility [UID] in our
country. ” We got similar reactions from most participants from all our FGDs. There was a lack of awareness
about privacy laws in India, a common response was
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“there are some cyber laws on privacy, but what exactly
we do not know” or “there are no privacy laws in India.
We are not aware of any.” We included some questions
on government, laws and privacy to empirically evaluate these perceptions, observed during interviews and
FGDs.
Privacy expectations and mobile services: We observed concerns regarding mobile phone privacy. Similar to existing studies [76], almost all participants in
FGDs were annoyed by spam SMSs in our study; on
an average, most participants received 3-4 spam sms
a day. A common sentiment on this was “It is intrusive.” and they believed that none of the government
policies (e.g. TRAI) are going to help reduce the problem. It is not just the spam SMS is a problem, it is also
the spam calls, one of the participant said “When we
are working we get unnecessary calls from companies,
about property, etc.” All participants who mentioned
this issue thought that their phone numbers were getting leaked to various parties, which was a privacy issue.
Some participants also talked about privacy related to
location inference through mobile phones. One participant said “I think with my phone [GPS location] anybody can come to know about my location and therefore
interferes with my privacy.” Camera in mobile phones
seemed a big concern for female participants, one female participant even shared an incident when one of
her friends recorded some funny picture / video of them
and posted it online on Facebook. One girl said, “sometimes it feels that people are recording a video or clicking a picture, but one cannot do anything about it.” To
quantify these perceptions and concerns, we included
questions on mobile privacy in the survey.

5 Results
We now present a five dimensional analysis of the results. We begin by presenting the cultural expectations
of privacy, followed by information privacy concerns.
Next, we present the influence of demographics on privacy perceptions. This is followed by privacy indices,
influence of personality traits on privacy, and legal perspective of privacy in India.

5.1 Change in Privacy Perceptions
Cultural values influence the development and maintenance of personal, political, economical and legislative bodies of any society [10]. Hofstede developed a
number of cultural indices to measure cultural differences between societies. According to Hofstede, India
is a collectivist society with lower Individualism Index
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(IDV) and higher Power Distance Index (PDI) compared to the US, which is an individualist society with
higher IDV and lower PDI [37, 38]. Hofstede has shown
that individuals in collectivist societies have more trust
and faith in other people than individuals in individualist societies. In a collectivistic society, individuals are
group bound and mutually oblige each other. Findings
from various studies around the world have shown shifting trends towards individualism with urbanization and
economic development [37]. In this section, we elaborate
on some observations which show that India is turning
to individualist society from a collectivist society.

5.1.1 Perceived Privacy in Public Place
Privacy in public places was discussed through various
scenarios in the survey. These included personal information display while traveling through trains within India, privacy while shopping in the malls, and accessing
information in insecure environments.
In India, while traveling in long-distance trains, a
reservation chart with details e.g. last name, first name,
age, gender, boarding station, destination, seat number,
Passenger Name Record (PNR) number for each passenger is displayed on the platform and the compartment. This is mainly done for the passengers to verify their seat and then board the train. We asked participants, how comfortable they felt about displaying
these details during long-distance journeys. As shown
in Table 5, we found only 11.78% participants felt uncomfortable displaying these details. This observation
is very similar to the one expected in a collectivistic society. However, we also analyzed participants’ attitude
towards traveling information being given away by mobile service providers. One related scenario in the survey
was: While traveling in different states in India, mobile
service providers use regional languages to present information e.g. user busy, and phone switched off. For
example, if subscriber’s phone connection is from Delhi
and if she is traveling in Mumbai, the messages are
presented in Marathi. We asked participants, if they
consider this feature privacy invasive. Contrary, to the
display of travel details at train platforms, 53.99% participants felt use of regional language by mobile service
providers as more privacy invasive (Table 5). In the
first scenario (travel details), the exact location was exposed but the second scenario exposed the broad area
or region where an individual was present. This explains
that participants were more concerned about leakage of
location to callers (highly probable that a caller may be
a known person) than on a platform where individuals
are presumably difficult to identify.
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Further, studying participants’ view on privacy in
public places, we compared how comfortable users felt
about being captured by cameras (CCTV) in shopping
malls. We gave two scenarios to participants, in the first
scenario, we asked participants about their reaction to
a camera which captured their movements in the shops
while they were walking through shopping malls. Participants marked their response on a likert scale of 5.
Table 5 shows 35.20% participants felt uncomfortable
about the cameras in malls, among these, 27.22% participants responded that they would try and avoid the
camera, and 7.98% said that they would never go to the
mall again. In the second scenario, we asked how participants would react to somebody taking their picture
using a mobile phone, while moving in a shopping mall.
Surprisingly, 66.28% participants (31% more than the
first scenario) felt uncomfortable about strangers taking pictures in public places. Among these, 48.94% said
“I don’t like a stranger taking my picture without my
permission” and 17.34% said they did not like being
photographed in public places at all. The above observations show that participants were not only concerned
about threats to privacy through surveillance in public
places but also about strangers taking their pictures,
much like an individualist society.
We also analyzed how people felt about accessing
personal information in public places. For this, we asked
participants how they felt about their grades of entrance exam being displayed on the notice boards. Only
12.05% (see Table 5) participants said that they were
uncomfortable about the grades being displayed on notice boards. However, when we asked participants how
would they consider accessing their information through
free Wi-Fi in public places, almost double the number of participants i.e. 34.82% felt uncomfortable. Like
an individualist society, participants were more concerned about their privacy where they could be personally identified than public display of information where
individuals are presumably difficult to identify.
5.1.2 Professional vs Personal Privacy Expectations
Hofstede found that an individualist society consists
of loose ties between the individuals where everyone
looks after themselves or utmost their immediate families. Hofstede also found that a collectivistic society
shows strong cohesion within groups [37]. Contrary to
the existing perception about India (i.e. India being a
Collectivist society [37]), we found participants showed
individualist behavior. Table 6 shows that participants
shared personal information mostly with family members and few participants felt comfortable sharing personal information with friends and relatives. Like in
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Table 5 Privacy of personal information in public places.
Participants marked their response on a likert scale of 5. Comfortable represents participants who were always, or usually
were comfortable and uncomfortable represents participants
who rarely or never felt comfortable. Rest participants sometimes felt comfortable. Values are in percentages.
Public Place
Travel details
Roaming
Camera in mall
Camera with
stranger
Grades
Information access in
insecure environment

Comfortable
80.17
23.07
49.75
32.27

Uncomfortable
11.78
53.99
35.20
66.28

85.29
53.60

12.05
34.82

an individualist society, the percentage of participants
sharing personal information with society was low even
for information like postal mailing address. We asked
participants which information would they consider as
Personally Identifiable information (PII) and which
among these they will not like to share with others. Participants were not willing to share any kind of PII with
society (Table 6). The differences for sharing PII between four groups were statistically significant for each
piece of PII (Cochran Q - test, p<0.005). We further
performed Post hoc Mc-nemar test; we found statistically significant different between all groups for sharing each piece of PII except from landline numbers.
There was no statistically significant difference for sharing landline numbers with friends or relatives (Mc nemar’s, p=0.76)
Marital status (7.84%) was the most shared PII with
society. Participants felt most comfortable sharing PII
with family followed by friends and relatives. Figure 4
shows participants decision to share PII with family
or society was dependent on how important that PII
was for them. For Financial information and passwords
we found a strong correlation (r=-0.95) between importance and information sharing with family. As shown
in Table 6, 47.82% participants shared financial details
e.g. bank account details with family and only 7.53%
shared it with friends. However, for less sensitive PII as
email address, 39.69% participants shared it family and
a comparable number (32.36%) shared email addresses
with friends. Participants marked passwords to be most
important PII which they would not share with others.
We also found that only 13.38% shared their passwords
with family which is similar to an individualist behavior.
Next, we compared participants’ privacy concern at
work and home. In the FGDs, participants mentioned
that among all type of privacy, information privacy was
most important. So we took a scenario related to in-

Table 6 PII sharing behavior with family, friends, relatives
and society. All values are in percentages. Statistically significant difference exists between all four groups (Cochran’s Q
test, p<0.0001) for all the groups. McN represent post hoc
test analysis with McNemar’s test (after Bonferroni’s correction). * shows (McNemar’s, p=0.003) comparison, ** shows
(McNemar’s, p < 0.001) and *** shows (McNemar’s, p=0.76)
when comparing friends and relatives. For all other combinations McNemar’s showed significant difference among groups
(McNemar’s, p < 0.0001).
Annual
house
hold
income
Bank
account
details
Credit
card
number
Date of
birth
Email
address
Family
details
Full
name
Health
and
medical
history
Landline
number
Marital
status
Mobile
number
Passport
number
Passwords
Personal
income
Pictures
and
videos
Physical
details
Postal
mailing
address
Religion

Friends
17.30

Family
58.32

Relatives
15.42

Society
2.17

McN

7.53

47.82

6.83

1.10

*

5.02

38.65

3.75

0.91

31.38

40.03

27.91

7.59

32.36

39.69

26.74

6.44

35.47

50.46

39.22

6.47

20.74

26.45

17.93

5.92

26.79

59.66

27.96

2.85

**

36.45

44.41

36.57

5.63

***

27.06

34.05

25.14

7.84

39.54

43.80

34.90

5.57

9.00

34.49

6.85

1.35

2.10
12.10

13.38
41.99

1.30
9.43

0.52
1.43

44.81

56.53

34.74

3.02

33.97

50.75

29.84

3.74

32.05

41.29

29.46

6.00

18.12

25.84

19.16

6.40

formation privacy to study privacy concern at work.
We started by asking participants if they used mobile
phone to save personal information. We found 43.56%
(N=10,323) participants refused to save personal information on mobile phone. Among these participants,
38.51% said that they did not store personal information on phone as they were concerned about somebody
accessing the mobile phone at work or outdoors with-
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out their permission (as shown in Table 8). Significantly
less number (Table 8) of participants showed concerns
for unauthorized access at home.
Participants showed financial privacy concerns from
colleagues at work. Table 7 shows number of participants who shared credit cards with colleagues was very
low; 10.24% (N = 2,716) lent their credit cards to colleagues. Even among participants who did not have
credit card issued on their name, 6.44% (N = 2,655)
used credit cards of their colleagues. Participants also
did not feel comfortable sharing the proof of work place
with third parties like mobile service providers. We asked
participants, if they would share the proof of work place
with mobile service provider while taking a new mobile
connection. Few participants (18.19%) said they would
share the proof of work place even if it is not mandatory
(Table 12).

5.2 Perceived Privacy - Data Collection and Handling
Information privacy has been reviewed in various aspects. Smith et al. showed that information privacy
concerns can be summarized in four different categories.
These include collection, improper access, unauthorized
access and errors. Both corporate / businesses, and
Government collect and handle personal information
about citizens [1, 48]. In this section, we discuss concerns disclosed by participants regarding data collection, errors and unauthorized / improper access by government and businesses. Using this analyses, we bring
forth whom participants would trust more between the
government and businesses, for maintaining their privacy.
Collection includes risks to consumers’ privacy with
companies becoming more intrusive. We asked participants about their confidence in data collection and handling by various businesses, websites and mobile
service providers. Participants marked their response
on a likert scale of 5 for how much did they agree with
the statements shown in Table 9. As high as 58.63%
participants agreed or strongly agreed with the statement that most businesses handle personal information
they collect in a proper and confidential way. We asked
participants to compare websites and mobile service
providers in terms of whom they would trust more for
maintaining privacy. Table 9, 11 and 12 show that participants trust mobile service providers more for maintaining their privacy than websites. Almost 21% participants strongly agreed with the statement that websites
can hinder their privacy by collecting personal information. Surprisingly, the percentage of participants trusting mobile service providers was much higher, 63.21%
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Table 7 Category of people with whom Credit card (CC) is
shared. Values are in percentage.

Children
Friends
Parents
Professional
colleagues
Relatives
Spouse
None
Others

Own
CC
but
use
others’ CC
(N = 5,760)
10.38
26.33
53.68
3.94

Use others
CC (N =
2,655)

Lend CC
(N
=
2,716)

7.83
27.19
57.15
6.44

4.90
20.47
43.11
2.43

10.24
29.23
0.88
2.91

9.15
16.50
10.17
2.82

5.59
19.10
8.85
20.02

participants agreed that mobile service providers gave
reasonable protection to collected information.
Improper Access reflects fear like disclosure of information to unauthorized parties. Unauthorized Access includes apprehensions among consumers regarding the reuse of data collected by companies. In this
section, we discuss participants’ perception about unauthorized access or improper access of their personal information by businesses and government (Table 10).
Contrary to high trust on data collected and handled,
participants were dissatisfied and concerned about unauthorized access of personal information by the businesses e.g. mobile service providers. There is statistically significant difference between participants who
agreed that businesses handle the collected information
well and who believed that consumers have lost control
over how information is circulated (Wilcoxon Signed,
p<0.001). We asked participants if they agreed that
consumers have lost all control over how personal information about them is circulated and used by the companies, 52.97% participants agreed and 23.66% strongly
agreed with this statement (Table 10). Participants
showed similar dissatisfaction regarding unauthorized
access by mobile service providers. When asked if
participants think mobile service providers can share
their private information with government organizations
without informing customers, 67.41% participants
agreed or strongly agreed with the statement. Opinion
was no better for the government, 55.29% agreed or
strongly agreed that government agencies could misuse
information e.g. banking, land records, Internet logs,
phone records, arms records, driving license, property
records, insurance, and income tax shared with them
through UID project. This indicates that participants
were worried about unauthorized and improper access
by both government and businesses.
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Fig. 4 Percentage of participants sharing pieces of information with family and society. With increase in the importance of
PII, the percentage of participants sharing it with family decreased and drastically decreased for society even for important
PII.

5.2.1 Information Exchange – Private and Public
sectors
In this section, we study participants concern for personal information exchange between the corporate and
government. Contrary to the existing studies [40, 43]
about India, our results show developing unrest and
lack of trust in the government among participants for
sharing data. Participants felt that corporate to corporate exchange of information was a lower possibility than government to corporate sharing. We studied
privacy concern about mobile service provider sharing
data with third parties to study corporate to corporate data exchange concerns. Participants (47.31%) felt
that mobile service providers could share data with
third parties (Table 10). Statistically significant difference exists between participants who believed mobile
service providers can exchange data with third parties
to participants who thought mobile service providers
can give access to government (Wilcoxon Signed-test,
p-value < 0.001).
Next, we analyzed participants’ views on government to corporate sharing. We asked participants their
opinion about some existing national government
projects e.g. UID and NATGRID. Almost 56% (N =
7,202) participants agreed or strongly agreed that personal information and biometric data e.g. fingerprints,
iris scan could be accessible to other private corporates through UID with whom participants would not
like to share this information otherwise. Participants
also showed concerns for misuse of information through

NATGRID project, 58.92% agreed or strongly agreed
that government can misuse data they collect. Similar concerns were shown for government to government
data exchange. Participants (55.29%) felt that government agencies could have access to details e.g. Internet
logs, banking, income tax records which can be misused
by the government (Table 10).

Table 8 Privacy of communication at home and at work
place. All values are in percentage.

Worried about phone being stolen /
lost
Concerned about somebody
accessing the phone at work, or
outdoors without permission
Concerned about somebody
accessing the phone at home
without permission
Dont feel the need
All of the above
Others

N=5,925
40.08
38.51

24.86

34.16
9.91
0.41

Furthermore, participants showed concerns about
mobile service providers giving away data to government. Many participants (approximately 67%) felt that
mobile service providers shared their data with government without informing them. The reduced trust in
government in comparison in to earlier studies could
have been due to increased concerns for UID, NAT-
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GRID and other surveillance projects, in the news media / other information sources. Our results show that
concern for corporate to corporate sharing of personal
information was least, followed by government to corporate sharing and was maximum for corporate to government. We found statistically significant difference in
participants who were worried about exchange of information between government to government and government to corporates (Wilcoxon Signed-test, p-value
= 0.002).

Table 11 Participants shared various PII with websites and
government. All values are in percentage.

Annual house hold
income
Bank account details
Credit card number
Date of birth
Email address
Family details
Full name
Health and medical
history
Landline number
Marital status
Mobile number
Passport number
Passwords
Personal income
Pictures and videos
featuring self
Physical details height, weight, eye
color
Postal mailing
address
Religion

Websites
7.83

Government
21.40

3.02
3.08
32.96
33.38
20.98
42.33
16.64

14.14
5.05
12.85
9.98
11.57
10.09
5.97

22.40
34.26
24.50
4.76
2.79
4.20
21.67

8.74
10.02
12.54
11.22
1.01
6.16
3.47

26.15

6.14

30.73

15.46

39.87

8.94

5.3 Influence of Demographics on Privacy Concerns
Having described participants’ concern on various aspects of privacy, we next analyze the influence of participants’ demographics on privacy perceptions. Various
studies demonstrate that participants’ gender, and age
influence their privacy decisions [15, 22, 36]. We analyzed the influence of various individual attributes like
age, and gender on privacy perceptions. Results in this
section are normalized with respect to participants in
each gender / age group, i.e. the denominator for finding the percentage is the total number of participants
of that gender / age in our study. This would help in
better comparing and understanding the concerns of
participants of each gender.

Table 12 Information shared with mobile service provider if
not mandatory. All values are in percentage.
N=10,093
42.46
33.71
24.56
67.18
30.12
63.51
18.19
8.33
8.23
4.00
0.26

Alternative address proof
Another contact number
Educational qualification
ID proof
Permanent address proof
Photograph(s)
Proof of place of work
Parents details
All of the above
None of the above
Others

5.3.1 Gender
Westin found females were marginally more conscious
of their privacy than males [36]. Bellman et al. [15] also
observed marginal difference for privacy among the genders. We analyzed participants’ responses in our study
to observe if gender had any influence on privacy perceptions. We found privacy concerns were different for
both genders. Females in our study were more conscious
of physical privacy than males. We found statistically
significant difference between female and male participants for sharing their pictures or videos with others (Chi-sq test, p-value <0.001); as 23% females said
they would not like to share their pictures or videos
with others, however only 16.52% males showed concerns for their pictures or videos. We asked participants
if their reaction would change to a camera observing
their movement in a shopping mall. Figure 5 shows in
comparison to 48% males, 55% females were concerned
about camera capturing their movement in a shopping
mall (Chi-sq test, p-value < 0.001).
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Fig. 5 Gender differences in reactions to cameras in public places e.g. shopping malls. Females were concerned about
camera capturing their movement in a shopping mall than
males.
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Table 9 Participants’ response to data collection and handling by businesses on a likert scale of 5. High trust for data collection
on businesses and mobile service provider, whereas lack of trust on websites. µ represents mean rating on a likert scale of 5
and σ represents the standard deviation. Rest of the values are in percentage.

Most businesses handle the
personal information they collect
about consumers in a proper and
confidential way
Websites can hinder privacy by
collecting personal information
Mobile service providers give
reasonable protection for the
information they collect (N=10,379)

Strongly
agree
13.76

Agree

Neutral

44.87

27.37

N=10,415
Disagree
Strongly
Disagree
13.49
1.97

20.23

50.99

20.60

6.41

13.52

49.69

20.86

13.06

µ

σ

2.45

0.96

0.84

2.16

0.85

2.87

2.42

0.97

Table 10 Unauthorized / improper access of personal information access to businesses, mobile service provider and Govt.
There is an increased unrest among the citizens about information access than collection. µ represents mean rating on a likert
scale of 5 and σ represents the standard deviation. Rest of the values are in percentage.

Consumers have lost all control
over how personal information
about them is circulated and used
by companies
Personal information and biometric
data e.g. fingerprints, iris scan
could be accessible to other private
corporate through UID with whom
you would NOT like to share this
information otherwise (through
UID) (N=7,202)
Mobile service providers can share
private information you provide
them with third parties
(N= 10,305)
Government agencies could have
access to details e.g. banking, land
records, Internet logs, phone
records, arms records, driving
license, property records, insurance,
and income tax records which can
be misused by government agencies
(through UID) (N=7,193)
Phone conversations can be tapped
by mobile service providers in
national interest (N=10,363)
Mobile service providers can share
the customers information with
government organization when
required, even without informing
the customers (N=10,366)

Strongly
agree
23.66

Agree

Neutral

52.97

15.94

N=10,415
Disagree
Strongly
Disagree
5.84
1.13

9.55

46.79

25.78

12.69

14.07

33.24

22.04

12.18

43.11

20.64

20.01

µ

σ

2.07

0.85

5.18

2.57

1.00

19.43

11.23

2.81

1.23

26.76

15.07

2.88

2.53

0.98

47.53

21.19

7.90

2.72

2.25

0.96

47.40

19.90

9.06

3.03

2.28

0.99

Females were more concerned about contact numbers e.g. landline and mobile numbers than males. However, some information was almost equally private to
both genders. Among females, 86.46% said password
was PII which they would not share, whereas 89% males
marked passwords as PII (Chi-sq test, p-value = 0.74).
Statistically significant number of females used mobile

phones more than males to store personal information
(Chi-sq test, p-value <0.001). Figure 6 illustrates that
females preferred saving PII like credit cards, bank account number and business details on phone. However,
female participants were equally concerned about privacy, 44.32% females were concerned about somebody
accessing phone at work and 28% were concerned about
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somebody accessing the phone at home without permission. Contrary to females, 35.19% males were concerned
about somebody accessing phone at work (Chi-sq test,
p-value < 0.001) and 22.63% expressed concern about
somebody accessing phone at home without permission.
We found marginal difference in behavior of both
the genders on Online Social Networks. We asked participants if they receive a friendship request on their
most frequently used network, whom would they add as
friends. Participants chose their answer from the following options – colleagues, family members, friends, people from hometown, opposite gender, nice profile picture, strangers, mutual friends, anyone or others. Figure 7 illustrates male and female participants’ preference for accepting friendship request from different individuals. Male participants usually felt more comfortable than females while accepting friendship requests
from colleagues, people from hometown, opposite gender, mutual friends and others (chi sq test, p-value <
0.001). Almost double the number of males than females said that they would accept friendship requests
from people with nice profile picture. Although males
showed significant trust in family for sharing PII, they
were less likely to make friends with family members
than females on OSN.
5.3.2 Age
Existing studies report that individuals’ age often influences their decision to share information. Tufekci et al.
found that young populace felt comfortable disclosing
information about themselves [71]. Similarly, Little et
al. in their work showed that information disclosers of
various age groups followed a U-shaped curve [47]. They
found that youngest and oldest individuals of society
were less protective about their privacy than others.
We now characterize influence of age on information
disclosure trends of participants in our study. Contrary
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Fig. 6 Gender preference for storing PII on mobile phones.
Females used mobile phones more than males to store personal information.
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Fig. 7 Gender difference in accepting friend requests on
OSN. Females were more conscious than males for accepting
friend requests.

to Little et al., we found that information disclosures
need not necessarily follow a U-shaped curve. However,
information relevance and importance governs the disclosure trends adopted by participants in different age
groups. Figure 8 depicts disclosure pattern for passwords, credit card numbers, personal income, annual
house hold income and other critical PII. We found
statistically significant difference (Chi-sq test, p-value
< 0.001) between the different age groups for sharing
passwords. More than 90% participants in the age group
25 - 64 years felt that they would not share passwords
with anybody. In comparison to this, 78% young participants (18 - 24 years) and 61.54% old age participants
(65 years and above) felt that they would not share their
passwords. Young adults and senior populace was more
willing to share income details and credit card number. However, youngsters were more concerned about
bank account details than participants aged between 25
- 64 years. Almost 68% of young participants (18 - 24
years) mentioned bank account details was PII which
they would not share. We found these differences between young and other age groups to be statistically
significant (Chi-sq test, p-value < 0.001).
Contrary to existing studies, young and senior participants in our study were less willing to share information such as postal mailing address, email address,
landline number, and mobile number than other age
groups. Figure 9 illustrates that young adults and senior participants in the survey refrained from sharing
information such as mobile number and family details
more than other age group participants. Almost 27%
young adults (18 - 24 years) considered mobile number as PII and on an average 8% participants in age
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Fig. 8 Percentage of participants who do not share passwords, credit cards no., etc. with others. Participants in age
group between 25 to 64 were less willing to share above shown
PII than young (18-24) and old participants (65 and above).

group 25 - 64 years marked mobile numbers as PII. This
difference between young adults and participants aged
25-64 years for considering mobile numbers as PII was
statistically significant (Chi-sq test, p-value < 0.001).
As shown in Figure 10, participants in each age group
had different preference for information such as physical details, and health and medical history. Health and
medical history was PII for 23.64% youngsters (18-24
years), 33% participants aged 25 to 64 years found medical history as PII and 32% senior participants marked
medical history as PII.

age groups were indifferent. We asked participants what
would be their reaction to a stranger taking their picture in a shopping mall. Figure 11 illustrates 68.68%
young participants (18-24 years) and 60% senior participants did not like a stranger taking their picture
without permission, whereas on an average 42% participants in age group 25 - 64 years were concerned.
However, these participants (25 - 64 years) were more
concerned about their information privacy (Chi sq test,
p-value <=0.001) than participants aged 18-24 years.
Figure 12 depicts that participants aged 25 - 64 years,
specially in the age group 40-49 (47.91%) did not exchange personal information, e.g. bank account details
and passport details through email service. Participants
who were 65 and above most frequently (28.57%) used
email service to exchange PII such as bank account details and passport details (Chi-sq test, p-value < 0.001).
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Fig. 10 Age groups difference on sharing PII as date of birth,
marital status etc. Participants in different age groups had no
specific pattern for PII.
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Fig. 9 Participants marked their response for PII (like pictures, family details etc.) they would not like to share with
others. Young (18 - 25) and senior (65 and above) participants were more apprehensive to share PII as pictures, and
contact numbers than other age groups.

Young participants and senior participants showed
more concern for their physical privacy, whereas other

Westin conducted over 30 privacy-related surveys between 1978 and 2004. He created several privacy indices to summarize his survey results and show privacy
trends over time. These surveys cover general privacy,
consumer privacy, medical privacy, and other privacyrelated areas. While creating the indices, Westin classified the public into three categories to refer to the group
of people: (1) High and Fundamentalist, (2) Medium
and Pragmatist, (3) Low and Unconcerned.
Fundamentalists are generally distrustful of the organizations that ask for their personal information, worried about the accuracy of computerized information
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Fig. 11 Age group difference on taking pictures in public
place. Young and senior participants showed maximum concerns about stranger taking their picture in shopping malls.

and additional uses made of it. Pragmatists weigh the
benefits of various consumer opportunities and services,
protections of public safety or enforcement of personal
morality against the degree of intrusiveness of personal
information sought and the increase in government
power. Unconcerned are generally trustful of organizations collecting their personal information, comfortable
with existing organizational procedures and users are
ready to forego privacy claims to secure consumer service benefits or public-order values [44].
60	
  
50	
  

Yes,	
  frequently	
  

Some?mes	
  

Only	
  in	
  emergency	
  

No,	
  not	
  at	
  all	
  

I	
  don’t	
  remember	
  
%	
  of	
  Pr'cipants	
  

These include general privacy index, mobile privacy index, the Internet privacy index, financial privacy index, and government privacy index. Similar to Westin’s
methodology, we selected representative questions from
each section of the survey and derived the indices.
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We surveyed the privacy concern of participants in general. This included the attitudes about various privacyrelated topics, for example, confidence in organizations
that handle personally identifiable information, and privacy in public places e.g. shopping malls, and ATMs.
We asked participants how much they agreed with the
following statements (a) Consumers have lost all control over how personal information about them is circulated and used by companies and (b) Most businesses
handle the personal information they collect about consumers in a proper and confidential way. We used the
responses to these two statements for calculating the
General Privacy Index (GnPI).
Table 13 shows the 3 categories and percentage of
participants in each. We called participants fundamentalist when they answered strongly agree or agree for
the statement (a) and strongly disagree or disagree for
the statement (b). Unconcerned participants were those
who responded strongly disagree or disagree for the
statement (a) and strongly agree or agree for statement (b). 7 We found that only 10.83% of survey participants were fundamentalist. Unconcerned were even
lower (3.59%). Majority of the survey participants i.e.
85.59% was pragmatist in nature, comprising of all other
combination of responses. Comparing these numbers
with the US, Westin found in 1990, 25% fundamentalists, 57% pragmatists and 18% unconcerned participants for privacy [44]. The difference between the three
categories (fundamentalists, pragmatists and unconcerned) was statistically significant between India and
the US (Chi-sq test, p-value < 0.001).
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Fig. 12 Age group preference for sharing personal information through email services. Participants aged 65 and above
used email services most frequently to exchange personal information such as bank account details and passport details.

To best of our knowledge, we found no such study
in the literature which measured privacy behavior of
Indian population through such indices. In this section, we discuss 5 indices formulated through our study.

Table 13 Privacy indices capture the citizens privacy expectation. The following five categories refer to the group of
people as Fundamentalist, Pragmatist, and Unconcerned. All
values are in percentage.
Index
GnPI
MoPI
InPI
FnPI
GvPI

7

Fundamentalist
10.83
6.09
2.40
27.19
36.32

Pragmatist
85.59
79.59
87.45
72.80
49.05

Unconcerned
3.59
14.33
10.15
0.01
14.63

These questions were the same as used by Westin.
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5.4.2 Mobile Privacy Index (MoPI)
In last few decades, India experienced massive development in mobile services and increase in the number
of mobile phone users. There were 898.02 million number of wireless subscribers in India at the end of December, 2012 [69]. We calculated Mobile Privacy Index
(MPI) through our study. To this, we analyzed user
responses to following 2 statements – (a) Mobile service providers give reasonable protection for the information they collect and (b) Mobile service providers
can keep a record and can access the information exchanged through mobile phone. Participants, who responded strongly agree or agree to statement (a) and
strongly disagree or disagree to statement (b) were classified as unconcerned. We found 14.33% were unconcerned, showing that these participants were generally
trustful of mobile service providers collecting their personal information, and comfortable with existing organizational procedures. We called participants fundamentalist if they answered strongly disagree or disagree
for statement (a) and strongly agree or agree to statement (b). Table 13 shows only 6.09% were fundamentalist and rest, 79.59% were pragmatist for mobile privacy.
5.4.3 Internet Privacy Index (InPI)
Next, we analyzed how the Internet privacy concerns
affect the online behavior of participants. For this, we
calculated the Internet Privacy Index (InPI). In the survey, we asked participants (a)What do you feel about
privacy of your personal information on your OSN?
and (b) What are your privacy concerns while exchanging / saving personal information through email services?. We categorized participants who answered I have
no concerns to statement (a) and (b) as unconcerned
and those participants as fundamentalist who answered
I am concerned so I don’t save / exchange (a) and It
is a concern; hence I do not share personal data on
OSN for statement (b). We found that only 2.40% participants were fundamentalist and 10.15% were unconcerned. Pragmatist were as high as 87.45% in the survey
sample. Westin in late 2001, found 34% fundamentalist,
58% pragmatists and 8% unconcerned in the US [44].
The difference between the three categories (fundamentalists, pragmatists and unconcerned) for Internet privacy was statistically significant between India and the
US (Chi-sq test, p-value < 0.001).
5.4.4 Financial Privacy Index (FnPI)
We analyzed privacy behavior of participants when making financial transactions to calculate Financial Privacy
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Index (FnPI). We analyzed participants’ response for
sharing financial information e.g. annual house hold income, bank account details, credit card number and
personal income with different people (e.g. parents,
spouse, everybody, and nobody). Participants who answered “everybody” were categorized as unconcerned
and those who answered “nobody” were fundamentalist. Table 13 shows that 27.19% were fundamentalist
and only 0.098% was unconcerned about financial privacy. Rest, 72.80% participants were pragmatists.
5.4.5 Government Privacy Index (GvPI)
We included a number of questions about government
initiatives and legal aspects of privacy to understand
the level of trust participants had on the Government.
We included questions on two recent government
projects – NATGRID and UID. We asked participants
how much they agreed with the following statements
about these projects – (a) Personal information and
biometric data e.g. fingerprints, iris scan could be accessible to other private corporate through UID with
whom you would NOT like to share this information
otherwise, (b) Government agencies could have access
to details e.g. banking, land records, Internet logs, phone
records, arms records, driving license, property records,
insurance, and income tax records which can be misused
by government agencies, and (c) Projects such as NATGRID which can access details and movement records of
an individual, can be misused by the government agencies. Analyzing the responses, we found that 36.32%
were fundamentalist who answered strongly agree or
agree for statements (a), (b), and (c), 14.63% were unconcerned, who answered strongly disagree or disagree
for statements (a), (b), and (c), and rest, 49.05% were
pragmatist. The value for fundamentalist was highest
for GvPI indicating that privacy concerns from government were of most significance for the participants. We
also found similar results in Section 5.2.1.

5.5 Influence of Personality Traits on Privacy
In this section, we present how various personality traits,
previous experiences and perceived privacy influence
the privacy behavior, attitudes and concerns of participants in the study [20, 42].
5.5.1 Behavioral Intention and Privacy
Information privacy protection behavior is defined as
“user’s intend to protect their privacy online” [20]. “Intentions are assumed to capture the motivational factors that influence a behavior” and behavior plans are
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defined as “as the decisions, which help attain the intended goals / proximal goals” [11]. Studies measured
privacy protection behavior / intentions through user’s
response to scenarios such as not sharing personal information with unknown websites, and not opening emails
from unknown senders. Similar to these studies, we analyze the privacy protection behavior of participants
on Internet privacy, privacy concerns regarding contact information, health information, and financial details. These were studied in different scenarios like using credit cards, and privacy behavior in the physical
world. Table 14 illustrates participants’ selective behavior towards sharing PII with everybody. Participants
showed strong information privacy protection behavior
for information such as financial details including annual house hold income, bank account details, credit
card numbers, passwords and personal income. Moderate protection was desired for medical history as only
14.42% sharing it with everybody. Similar moderate
protection was mentioned for pictures featuring self as
less than 24% shared their pictures with everybody.
Participants felt comfortable sharing details like full
name, email address, contact details, and date of birth
with everybody, indicating low privacy protection behavior for these PII.
Table 14 Participants’ behavioral perceptions about sharing
different PII with everybody was dependent on the type of
PII. Behavioral protection towards passwords, and financial
information was maximum. All values are in percentages.
Information
Annual house hold income
Bank account details
Credit card number
Date of birth
Email address
Family details
Full name
Health and medical history
Landline number
Marital status
Mobile number
Passport number
Passwords
Personal income
Pictures and videos featuring self
Physical details - height, weight,
eye color
Postal mailing address
Religion

Everybody
2.54
1.14
1.31
54.54
51.57
32.24
68.98
14.42
47.34
57.89
46.31
4.20
1.24
2.90
23.75
34.85
47.16
61.94

Previous research found that perceived importance
for any information positively influences the information privacy protection behavior [20]. However, in addition to existing observations, we found that the con-

text in which an individual is, also influences behavioral intentions to protect PII apart from perceived
importance. We asked participants, if they felt that
credit cards should display the details e.g. name, phone
number, date of birth on them. In a different scenario,
we again asked participants how comfortable they felt
with information e.g. name, and age being displayed
on railway platforms while traveling through long distance trains. Table 15 shows that 14.68% felt comfortable about displaying such information and 7.36% were
unaffected if this information was displayed. However,
80.17% participants felt comfortable about name, age
and other travel details being displayed on the railway platform announcement boards. The comparison
of these two scenarios indicates that in addition to perceived importance of PII, the context in which the information is being shared also influences participants’
behavior towards information privacy protection.
Table 15 Participants’ response for displaying the details
e.g. name, phone number, date of birth on credit cards. All
values are in percentage.

It should not display any personal
information, as it makes information
public
It should display only relevant details required for identification
It should display all details as these
are required for verification
It does not bother me
Others

N=7,069
32.75

44.80
14.68
7.36
0.41

5.5.2 Privacy Self-Efficacy
Literature describes “information privacy self-efficacy
as an individuals judgment of his or her capabilities to
perform information privacy behavior” [42]. In other
words, information privacy self-efficacy shows how confident individuals are about performing behaviors which
can help protect privacy. To study privacy self-efficacy,
we analyzed if participants accepted friend requests by
different people on their most used OSN. This helped
in evaluating participants’ judgment of their capabilities to make friends and also keep their information
protected. Table 16 shows participants’ decision to accept friendship request from different people indicating
that privacy self-efficacy among the participants was
low. Almost 28% participants accepted friendship request from people who were of the same hometown,
19.51% accepted friendship requests from person of opposite gender and 8.31% accepted friendship requests
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from somebody whom they did not recognize but have
mutual friends with. These judgements interfere with
information privacy protection on OSN and indicate
low privacy self efficacy among the participants.
Table 16 Participants’ response for accepting friendship request on their most frequently used OSN. All values are in
percentage.
Colleagues
Family Members
Friends
People from my hometown
Person of opposite gender
Person with nice profile picture
Strangers (people you do not know)
Somebody, whom you do not know
or recognize but have mutual / common friends with
Anyone
Others

N=6,929
61.97
71.21
79.03
27.39
19.51
10.12
4.99
8.31

Table 17 Reaction for reading the permission box that appears when participants’ first access any third party application e.g. FarmVille, Mafia Wars. All values are in percentage.
Yes, I see but I don’t read it and just
allow, otherwise I cannot access the
application
Yes, I read the permissions the application asks, but always “allow” the
application
Yes, I read the permissions the application asks, and accordingly decide
to “allow” or “not allow” the application
I do not remember seeing any such
permission box ever
No, I will never allow third-party application to access my personal information
No, I dont use third party applications

N=5,920
22.22

28.44

19.34

9.61
7.92

12.47

2.99
0.74

Third party applications on various popular OSN offer interesting services and entertainment such as gaming, and recent developments / news but in lieu of
this, these applications access large amount of users’
personal information. We analyzed participants’ judgement and confidence to protect their personal information from third party application such as FarmVille
and Mafia Wars available on Facebook. Table 17 shows
that participants seem to ignore permissions asked for
by third party applications, only 7.92% said that they
would never allow a third party application to access
their personal information. Nearly, 28% participants
said that they read the permission box but always allow the application. Only 19.34% illustrated high privacy self-efficacy on OSN, mentioning that they read
the permissions and accordingly decide to allow or not
allow the application.
5.5.3 Privacy Anxiety and Past Experiences
Privacy Anxiety is “measured as individuals’ concern
and worries for expected or probable occurrence of privacy breach” [20] or in other words, about things going wrong among individuals. Privacy anxiety has also
been found to be closely associated with past bad experiences. Chai et al. found that personal bad experiences
in the past, including privacy breach or safety threats
on the Internet caused increased concerns for privacy.
We analyzed privacy anxiety among the participants
through their opinion about likelihood of occurrence of
identity theft on OSN and through credit cards. Table 18 and Table 19 show participants’ fear and worry

about identity being stolen through credit cards and
on OSN respectively. Most participants (80%) felt that
it was possible to steal their identity and impersonate them using credit cards, and 60.39% thought that
it is possible for anybody to steal their identity. However, 24.03% participants said that they had experienced identity theft on OSN. Thus, contrary to existing studies, high anxiety for identity theft indicates that
past experience might not have significant contribution
towards triggering anxiety among the participants. It
seems that apart from past experience, such information being mentioned in various news media and OSNs,
add to anxiety.

Table 18 Participant’s response for anybody stealing their
identity using their credit card. All values are in percentage.
Yes, it is fairly easy
Yes, but its not easy
No, its not possible under any circumstance
I have never thought about it
Others

N=7,066
44.52
35.58
14.53
5.00
0.37

Privacy anxiety was also quite high for information exchanged / saved through emails among the participants. We asked participants about their concerns
while exchanging / saving personal information through
email services. Figure 13 illustrates and compares privacy concerns for information exchanged through emails
and OSN. Only 18.75% participants mentioned that
they had no concerns, whereas 37% showed concerns
about privacy of their information being exchanged
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through email services. Similar concerns were mentioned
about privacy of personal information on OSNs. Almost 39% participants were concerned about privacy
of their information on OSN, among these, 23.84% participants were concerned about privacy of data, even
though participants had specified their privacy settings
on OSNs. However, privacy settings seemed to reduce
privacy anxiety among participants as 42% participants
felt that since they had specified privacy settings, data
was secure from privacy breach on OSN.
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Table 19 Participant’s response for anybody stealing their
identity using their social network website. All values are in
percentage.
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Fig. 14 Participants’ concerns and fears for using phone
banking facilities. Participants expressed concerns about information being leaked through phone tapping; 33.93% participants refused to use phone banking as they were not sure
who was on the other side of the call.

24.03
10.07
5.51

Privacy anxiety was not restricted only to the Internet or OSN but was spread to other platforms such as
telephony. Figure 14 illustrates participants’ concerns
and fears for using phone banking facilities. We asked
participants if they would use phone banking service to
check their balance or to transfer money from their account. Among 10,349 participants, 15.73% found phone
banking safe to use even to check balance. However,
21.11% expressed concerns about information being
leaked through phone tapping and 33.93% participants
refused to use phone banking as they were not sure who
was on the other side of the call. These observations
explain high privacy anxiety among the participants on
various platforms and services.
5.5.4 Perceived Privacy Agreeableness
“Agreeableness represents an individual’s propensity to
strive for harmony and low levels of conflict in interpersonal relationships. Highly agreeable individuals have
been found to trust others and to avoid conflict by accepting requirements of their environment” [41]. Such
individuals accept the conditions prevailing around them
in order to avoid conflicts. Analyzing the perceived privacy agreeableness among the participants, we asked
participants if they went to a restaurant to have food
with their friends / family, how would they consider
using credit cards to make payments. Table 20 shows
different preferences of the participants to make payments. We found that perceived privacy agreeableness

among the participants was low, as 39.94% said that
they would take the card themselves to make the payment. Moreover, 13.11% participants said that they
would not like to use credit cards to make the payments
and 9.14% showed conflict of thoughts expressing that
they would give it only to the waiter if it’s a trustworthy restaurant. Few participants (19.31%) accepted the
environmental conditions avoiding conflicts of any kind
and mentioned that they would give the card to waiter
for making the payments.

Table 20 Preferences of the participants to make payments
using a credit card in restaurant. We found that perceived
privacy agreeableness among the participants was low, as they
would take the card themselves to make the payment. All
values are in percentage.
You would give the card to waiter,
for making the payment
If you can go yourself, you would
take the card yourself to cash
counter, get it swiped in front of you
If you cannot go yourself, you would
give the card to waiter and check the
details of bill carefully
You would give it only to the waiter
only if its a trustworthy restaurant
You know it can be misused, but
cannot do anything about it
You would not like to use credit card
to make the payment
Others

N=7,099
19.31
39.94

14.45

9.14
3.83
13.11
0.21
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Fig. 13 Participants’ concerns for information exchanged through emails and OSN. Only 18.75% participants mentioned that
they had no concerns whereas 37% showed concerns about privacy of their information being exchanged through email services.

5.5.5 Morality and Privacy
Morality represents individual’s personal values which
result from “enduring beliefs that transcend specific situation” [6]. Morality is reflected through individual’s
virtues like respect for the authorities, and regards for
rules and laws. Literature suggests that personal values such as morality, influence individual’s behavior
and decisions. We analyzed participants’ response regarding the laws and authorities such as government
to understand the influence of morality on perceived
privacy of participants. Table 21 and Table 22 show
participants had high regards for and trust in the laws
/ constitution of India. We asked participants if they
believed that Indian constitution has a provision for
privacy of Indian citizens. Most participants exhibited
high morality as 34.44% believed that Indian constitution had provisions to maintain privacy. Surprisingly,
27.61% said yes, when they did not even know what
provisions were offered and 22.63% said that they assume there are provisions but they were not aware of
them. Also, 49% participants showed trust in the laws
of India to protect privacy and said that there were
privacy laws in India that protect their privacy.
Contradictory to high regards and trust in the laws /
constitution of India, the trust in the authorities (Government) was not much. Participants mentioned possibilities about information being misused by the government agencies collected through various government
initiatives e.g. UID and NATGRID. Most participants
(55.22%, N=7,193) agreed that Government agencies
could have access to details e.g. banking, land
records, Internet logs, phone records, arms records, driving license, property records, insurance, and income
tax records which can be misused by government agencies collected as a part of UID project.

Table 21 Participants’ response for existence of privacy laws
in India that protect Indian citizens privacy. Most participants believed that India has privacy laws. All values are in
percentage.
Yes
No
Not sure

N=10,330
49.01
27.34
23.65

5.6 Privacy Watchdog
Government in last few years has made multiple efforts
to introduce necessary privacy safeguards required to
guarantee and preserve right to privacy of Indian citizens. Some of these initiatives include: amendment in
the IT Act 2011 [52], the Privacy Bill, 2011 [53], the
Privacy (Protection) Bill, 2013 [54], and constituting
a group of experts on privacy [21]. The Planning Commission of India constituted the group of experts on privacy in 2012 which could suggest appropriate privacy
framework for India. The group of experts discussed
various international and national privacy principles; it
also presented rationale and emerging issues from privacy perspective, which government could consider for
formulating the Privacy Act of India. In this section,
we present similarity and contrast between participants’
privacy perception and various Principles / Acts / Bills.
We believe, this will help to take necessary countermeasures to create awareness among the citizens. In-depth
analysis of the legal aspect of privacy is beyond the
scope of the draft.
5.6.1 Fuzzy Multi-Dimensional Privacy
Experts report on privacy in India found that “a framework on the right to privacy in India should include
privacy-related concerns around data protection on the
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Table 22 Participants’ response for question, if Indian constitution has provision for privacy of Indian citizen. All values
are in percentage.
Yes, I know about it
Yes, but I dont know what it is
Not sure, I assume there is a provision,
but, I am not aware of it
I do not know about this kind of a
provision
No, there is no provision

N=10,315
34.44
27.61
22.63
12.26
3.06

Internet and challenges emerging therefrom, appropriate protection from unauthorized interception, audio
and video surveillance, use of personal identifiers, bodily privacy including DNA as well as physical privacy,
which are crucial in establishing a national ethos for
privacy” [21, pp. 4]. We explain below the disconnect
between this recommendation and participants’ perception about their data / privacy protection. The group of
experts mentioned physical privacy as an important aspect of privacy framework; however, in the survey when
participants were asked to mark their preference for privacy, only 32.54% said they related bodily privacy with
the word privacy.
Approved Audio-Video Surveillance: The report mentioned that audio and video surveillance would require
necessary approval even if conducted by the Government. However, when we asked participants if they
agreed that mobile service providers can keep a record
and can access the information exchanged through mobile phone; a significant number of participants (53.92%)
agreed and 11.40% strongly agreed. This is in contrast
to principles suggested by the committee in their report. Judiciary in India found telephone-tapping
was a serious invasion of an individual’s privacy and
said that “Telephone-tapping would, thus, infract Article 21 of the Constitution of India unless it is permitted under the procedure established by law” [21, pp. 8].
Law also places suitable restrictions on the class of bureaucrats who could request for telephone tapping (another form of audio surveillance). However, participants
showed concerns about phone tapping and refused to
avail phone banking services as they feared that information may leak through phone tapping; 21.11% participants refused to check balance through phone banking facilities and 22.71% refused to transfer money using phone banking services as they were scared of potential information leaks through phone banking. We
asked participants if they agreed with the statement
that Phone conversations can be tapped by mobile service providers in national interest, 20.64% participants
strongly agreed and 47.53% agreed with the statement.

Similarly, expert’s report on privacy mentions
CCTV could be a potential violation of privacy “occurring through misuse of recording devices or the misuse
of recorded information” [21, Pg. No. 62]. The report
also raised concerns about privacy breach through a situation where individual is never informed about being
under CCTV surveillance. However, when we asked participants about their reaction to CCTV surveillance in
public places, 49.75% participants said they would not
change their actions to such cameras and only 14.25%
said that they would like to know the reason for capturing their movements in a video. This indicates lack
of awareness among the participants towards public
surveillance and also, that participants were unaffected
by such actions.
5.6.2 New Age Philosopher’s Stone
The humungous amount of information shared each day
by individuals on various ubiquitous devices e.g. mobile
phone and Internet services such as websites, and OSN
act as Philosopher’s stone which can turn individuals
immortal in the virtual world [30]. This data and information not only achieves immortality for users but also
generates large amount of benefits for businesses. Data
available online in the 21st century enables to turn various businesses into gold acting as a true philosopher’s
stone for businesses. In this section, we discuss the definition of data / personal data as stated in various Acts /
Bills of India and some of the possible safeguards in the
Indian constitution which would make this data mortal. Further, we present how the personal data is shared
on various platforms and with various parties such as
government, websites, and banks.
Protecting Philosopher’s Stone - Legal Perspective
IT Act 2000 [26] introduced the definition of data, but
it was only in 2011 when concepts such as Personal
Information and Password were introduced in the Indian Constitution [52]. Personal information is defined
as “any information that relates to a natural person,
which, either directly or indirectly, in combination with
other information available or likely to be available with
a body corporate, is capable of identifying such person” [52, Part II Sec. 3(i)]. Sensitive personal data or
information as defined in the Act comprises of information such as passwords, financial information, physical,
physiological and mental health records, sexual orientation, and medical records and history [52]. We analyzed participants’ perception about personal information and compared it with the one mentioned in the
legislation of India.
Participants marked their response to the following
question, which of the following information is per-
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sonal to you that you would NOT like to share? Table 23 shows participants’ response for PII. Participants
agreed with some of the personal information as Sensitive personal information in IT Act Amendment (2011).
Participants found password (88.39%), and financial details such as credit card number (68.18%), bank account details (64.63%) to be crucial PII. However, they
did not consider medical health records (27.17%), and
physical details (8.47%) as critical PII, whereas health
records are treated as very crucial in the US [44].

Table 23 Participants’ response for information that they
would consider as PII. All values are in percentage.
Annual house hold income
Bank account details
Credit card number
Health and medical history
Passport number
Passwords
Personal income
Physical details - height,
weight, eye colour

N=10,377
53.64
64.63
68.18
27.17
64.45
88.39
62.77
8.47

In addition to the existing definition of personal information in legislation, there are provisions to collect
information which is considered as PII by the participants. However, this information is not specified as
personal information or identifiers in the legislation.
Participants shared information such as family details,
name, and religion with websites, banks, and government. This information could be almost sufficient to
maintain National Register of Citizens of India as specified in Citizenship Act, 1955 and Citizenship rules, 2003
for these participants [3]. Various fields to maintain
these registers include - name, father’s name, mother’s
name, sex, date of birth, place of birth, residential address (present and permanent), marital status, visible
identification mark, date of registration of Citizen, serial no. of registration, and national identity number [3],
[21]. Table 24 shows percentage of participant’s who
were comfortable sharing such information on various
platforms. We found that 54.54% participants shared
date of birth with everyone, 68.98% shared full name
with everyone and 57.89% were comfortable sharing
marital status with everyone. Participants were also
comfortable sharing this information with websites and
other services. This indicates that huge wealth of participants’ information is spread across various channels
which is of considerable importance from a nation’s perspective.

Table 24 Participants shared various PII with various parties such as websites and Govt. This information would be almost sufficient to maintain National Citizen Register of India.
All values are in percentage. X represents data not collected
for the respective fields.
Information
Date of birth
Family
details
Full name
Marital
status
Postal
mailing
address /
address
proof

Websites Govt.
32.96
12.85
20.98
11.57

Banks OSN
13.54 31.89
8.17
X

Everyone
54.54
32.24

42.33
34.26

10.09
10.02

9.75
9.58

53.13
39.08

68.98
57.89

30.73

15.46

15.04

X

47.16

6 Discussion
In this paper, we explored end-users’ general privacy expectations and perceptions on different aspects of everyday life: credit cards, mobile phones, the Internet,
and government. We conducted 20 semi-structured, in
depth interviews with residents of Delhi and 4 focused
group discussions with a total of 31 participants to
brainstorm on various aspects of privacy. We followed
it up with a survey collecting data from 10,427 residents of India. Our results help develop an empirical
understanding of what privacy is to Indian participants.
Empirical and comprehensive understanding of citizen’s
view on privacy in India is not only vital for India but
also for the world. Such an understanding does not exists about India. To place India in the world map of
privacy discussions, we developed privacy indices for
Indian residents, which can be compared with other
privacy indices developed in countries like the US. We
believe, our exploratory study is the largest study in
India which focuses on privacy perception and benchmarking Indian privacy perspective. Understanding of
privacy perceptions among the residents can be used by
decision makers, policy developers, and legislators.
We present a five dimensional understanding for Indian participants about – cultural view of privacy, privacy index, influence of demographics, influence of individual traits, and perceptions about legislation. Our
study focusses on users’ reactions on general privacy
needs, influence of services and technology, and government. We found that participants were more concerned about their privacy where they could be personally identified than publicly displaying information,
where individuals are presumably difficult to identify.
Similar to an individualist society, participants preferred
sharing their information only with family members
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and were not comfortable sharing information with socredit cards, and 60.39% thought that it was possible
ciety. Many participants felt uncomfortable about strangers for anybody to steal their identity.
taking pictures in the public places. Participants menDuring the study, we observed various participants
tioned various reasons for this concern, some said “I
concern for various service providers and websites. Webdont like a stranger taking my picture without my persites collected a lot of information about them to promission” and few said that they did not like being phovide better services, but participants felt that websites
tographed in the public places at all. Contrary to the
can potentially harm their privacy. A number of parexisting studies about India, our results show a deticipants believed strongly that such information which
veloping lack of trust in the government for sharing
they would not like to share otherwise is collected by
data with corporates. We found increased awareness
websites. Websites appear as privacy black holes for
and concern among the participants for various privacy
people who do not feel comfortable sharing PII with
issues on OSNs. Participants were also aware of varwebsites as it is beyond their visualization what all inious privacy issues on online social networks, 63.19%
formation is being absorbed about them through these
mentioned about changing their privacy settings and
websites. Such trends can be seen for government, banks,
84.42% were aware of problems of identity theft on onand mobile service providers as well. Similarly, a conline social networks.
siderable amount of information is stored on OSNs and
on phones. Increased concern for identity theft indicates
We found that young and senior participants in our
that users fear losing control over their account and perstudy were less willing to share information such as
sonal details. This situation often leads to data black
postal mailing address, email address, landline number,
holes as this data will never be accessible to the users.
and mobile number than other age group participants.
We would need technology which could help maintain
Young participants in the age group 18 to 25 and seprivacy and unlimited access at the same time.
nior participants aged 65 or above, showed concerns
for their physical privacy, whereas other age groups
Clearly, there is a mismatch between users expecwere indifferent. However, participants in age group
tations of privacy and the actual rights and guarantees
25 - 49 years were more concerned about their inforthey enjoy for their data. We found various contrasts
mation privacy. Participants (25 - 64 years) specially
between participants’ privacy perception in comparison
in the age group 40-49 years, did not exchange perto various privacy Acts / Bills. We hope that studying
sonal information, e.g. bank account details and passthese contrast / conformity between individuals perport details through email service. Similar to existing
ception and legislation will help various organizations
studies, we found females marginally more conscious of
such as Self Regulatory Organisation to know the user
their privacy than males, in the study. Females were
landscape better. Furthermore, this will help to take
more concerned about sharing their contact numbers
necessary countermeasures to create awareness among
e.g. landline and mobile phone numbers than males. Fethe citizens and frame better policies. The recent initiamales were concerned about somebody accessing phone
tives of various national schemes like UID, NATGRID,
at work and at home without permission. Opposite to
and CCTNS, raised concerns about the impact of such
females, few males were concerned about somebody acschemes on privacy of individuals. We hope the uncessing phone at work and very few expressed concern
derstanding developed from our study will help policy
about somebody accessing phone at home without permakers in developing effective policies and measuring
mission.
their success among the citizens of India.
In our study, we measured privacy through privacy
We understand that this study suffers certain limitaindices. We found that most participants in our study
tions due to sampling bias. We have sample data from
showed pragmatist behavior towards various privacy
all states in India, but it may not be representative
decisions. Mobile privacy index showed that 14.33%
of the entire population. We included participants who
were Unconcerned, showing lack of awareness among
used various technologies as mobile phone and the Inthe Indian citizens for mobile privacy issues, 6.09% were
ternet, which might have restricted certain users from
Fundamentalist and rest (79.59%) were Pragmatist. Fiparticipating. We plan to perform longitudinal studnancial privacy was of extreme importance to all particies in future to develop an understanding as in other
ipants as 27.19% showed fundamentalist behavior and
countries and measure changing privacy expectations
only 0.098% were unconcerned about financial privacy.
of Indian citizens.
We also found influence of personality traits on privacy
behavior of participants. Participants showed high priAcknowledgements We would like to thank International
vacy anxiety as 80% participants felt that it was possiDevelopment Research Centre (IDRC), Canada for supportble to steal their identity and impersonate them using
ing the research through a Pan-South-Asia project on privacy.
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