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ABSTRACT commodate their changing requirements over time. However, such
ers, their profles and username changes may lead to unwanted consaquences.

Twilter search engine receives zbout 2.1 billion queries every
day asking about eveals, celebrities 3 £
quenics have a username thal finds user * w
Sometimes, the searched usemame is the users ol
10 a recent username change. With no information of the user [D.

People extensively use nsermame to bookup us
tweets that mention them via Twitter search engine. Often, the
searched username is outdated due 10 a recent usename change
and no Jonger refers (0 the user of imerest. Search by the user's
old username results in a failod atiempt (o reach the user's peofile,
thereby making others falsely belicve that the user account has been
deactivaled. Such search can also redirect to a different wser who
Tater picks the old usermame, thereby reaching to a differeat person
altogether. Past studies show that a substantial section of Twitter
users change their usemame over time. We also observe similar
trandc when trackad & 7 millina nosrs an Tusittor for 3 duratinn of

auser search with her old usemame may Jead 1o non-scarchability
(o results) or unreachability (broken link) to the user’s profile 2]
Few users who change usemnames may not know the consequences
of failed sgreh but others reportedly take this as an opportunity to
ahscond themselves from stalkers or investigators. A pro-ldamic

Welcome back to the course Privacy and Security in Online Social Media on NPTEL. So,
what we will do now is continuing the pattern that we have been doing for studying the
analysis, studying how different kinds of patterns caarmdyzed on social media. | am
going to look at this paper callé@n the dynamics of username changing behavior on
Twitter. | think we havementioned in this topic briefly in the past, which is that how
users actually change their usernames, why dodhagge, what level of frequency does
the change happen, who are these pe_achanging it, and what are the benefits

by changing th&ISErNaNEs that is what we are going to look @his is an interesting

paper which has some interesting implioas also.
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tweets that mention them via Twitter search engine. Often, the
searched username is outdated due to a recent username change
and no longer refers to the user of interest. Search by the user’s
old username results in a failed attempt to reach the user’s profile,
thereby making others falsely believe that the user account has been
deactivated. Such search can also redirect to a different user who
later picks the old username, thereby reaching to a different person
altogether. Past studies show that a substantial section of Twitter
users change their username over time. We also observe similar
trends when tracked 8.7 million users on Twitter for a duration of
two months. To this point, little is known about how and why do
these users undergo changes to their username, given the conse-
quences of unreachability. To answer this, we analyze username
changing behavior of carefully selected users on Twitter and find
that users change username frequently within short time intervals (a

......

So, in the abstract, it looks the author say that past studies show that a substantial section
of Twitter users change their username over time. B@thOfs actually look at 8.7
million users on Twitter for duration divo months. The data collection is slightly

interesting and complicated also; we look at actually as we progress.

(Refer Slide Time: 01:52)

Do L% 3a - 1 (16| ] 0w v | 3 & o QIR Tools  Fil&Sign  Comment

two months. To this point, little is known about how and why do

these users undergo changes to their username, given the conse- o
quences of unreachability. To answer this, we analyze username D¢
changing behavior of carefully selected users on Twitter and find alc
that users change username frequently within short time intervals (a o
day) and choose new username un-related to the old one. Few favor 0
a username by repeatedly choosing it multiple times. We explore Th
few of the many reasons that may have caused username changes. e
We believe that studying username changing behavior can help cor- s
rectly find the user of interest in addition to learning username cre- 0
ation strategies and uncovering plausible malicious intentions for e
the username change. 1

to
1. INTRODUCTION L

Ahont 200 million neere reoictered an Twitter hv 2013 makino it 154

.......

Sothe high level conclusion from the study is that few favor a usernarfiepegtealy
choosing it multiple timesSo, essentially what the paper would conclude is that there is

small set of people who actually change tifi@ifides many times and there are slightly



larger set of people who change it very less number of times, and the paper also looks at

the reasons ky people actually change their usernames.

(Refer Slide Time: 02:35)

Dow QU2 HRE 8146 = o v | B e QAR Tools  Fil&Sign  Comment

commodate their changing requirements over time. However, such

d username changes may lead to unwanted consequences.
% Twitter search engine receives about 2.1 billion queries every
day asking about events, celebrities and users.” A section of these

g,z queries have a username that finds user # who owns the username [1].
le, Sometimes, the searched username is the user’s old username due
b to a recent username change. With no information of the user ID,
5 a user search with her old username may lead to non-searchability
" (no results) or unreachability (broken link) to the user’s profile [2].
= Few users who change usernamés may not know the consequences
o of failed search but others reportedly take this as an opportunity to

of abscond themselves from stalkers or investigators. A pro-Islamic
State (IS) account of Asawitiri Media is a prime example. The

nnnnnnn t han mnda mane danth theanta ta Taiittar an Fanndae Tanl-

As | have said before, abstract only summarizes what is in the paper then in the
introduction you talk about the whole growth of Twitter, in terms of why it is, how users
are actually sing it and what kind of data is being pushed onto twitter, so that is what is

being discussed here.
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t0 a different user, if someone else picks the old username. This can

::chr cause confusion among people searching for the user [4].

Changes to any profile attribute other than username do not lead
to unreachability to the user profile. Hence, in this work, we fo-
cus only on username changing behavior on Twitter. Liu et al.,
in a longitudinal study of Twitter, observed that 3% of 376 mil-

king it lion users changed their usernames over time [5]. In our dataset of
fer via 8.7 million Twitter users tracked for two months, we observe that
ibutes. about 73.21% users change their profile attributes and assign new
auser values (see Figure 1). About 10% of users change their username
meric, (discussed in Section 3).
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So, the conclusion that, one of the conclusions that the author have is in our dataset of
8.7 million Twitter users tracked fawo months, they observe that 73.21 percent users
change their profile attributes, and assign new values, about 10 percent of users changes

their usernam®in total.
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values (see Figure 1). About T0% of Users change their username
(discussed in Section 3).

70

2 valves

60- (I3 values .

4 val
[l4 values -

s
g
-
s
8

% of user
2 8 3

=

Usemame Name Descrip. Location Lang. Zone ProfilePic

Figure 1: Around 73.21% of 8.7 million users change their at-
tributes on Twitter; about 10% change their username.

So, this is basically showing you that about 73 percenteofiiers change their profile
attributes and assign new values. So, you can just see here that this-exihesxthe
different attributes, and-gxis the percentage of users who have changed. And the color
here mentions the different number of timest it changes were made. Two means
twice the value users actually changed, and then three times, four values and five values
changes. 73.21 percent of the 8.7 million users change their attributes on Twitter and just

about 10 percent of users change theagrname.
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o Twenty percent of users trigger 85% of username changes; preferences
observed to change five time or more. Username chang- characteriza
ing behavior follows Pareto principle. Ten percent username
changes occur after an hour (20% after a day) of the earlier Identifying

username change. ods to ident

o Sixty five percent of users choose a new username un-related vised metho
to the old one while thirty five percent re-use an old one tions, follow
sometime later. anomalous |

e Reasons to change username include benign reasons like space pects (_’f thes
gain, suit a trending event; gain / lose anonymity, adjust to detection [I¢
real-life events, avoid boredom and malicious intentions like apd understz
obscured username promotion and username squatting. nign or frauc
user accoun!

With recorded past usernames of the users, Twitter can benefit in
ectively redirecting user search queries rather than either serving 3. DAT

So, now let us look at the contributions of the paper. So, there are three contributions on
the paper. 20 percent of users trigger 85 percent of username changes, again this is the
same Pareto principle that we hawes in the past, or a power law pattern that is 20
percent in users trigger 85 percent of username changes. Observed to change 5 time or
more. Username changing behavior follows a Pareto principle, 10 percent username

change occur after an hour of the mginisername change.

- the username changing pattern is also interesting because there are multiple
reasons why people change it, people change, because they want to get some space. For
example, if at all if my account when | started was Ponnurangamaraguru, which is

pretty long and if | change the account to Ponguru, | will start getting when users tag me
or mention me in their post, they would get actually more space to write the content. And

all this is happening just because there is span@taint in Twitter.

Whereas, in facebook if you see there is lot more space for the content and therefore,
facebook actually allows you to change your username only once. Twitter allows you to
change as many numbers of times as possible that is the nghgoiinis problem is
actually appearing. 65 percent of users choose a new username unrelated to the old
name, while 35 percent reused an old one sometime later. You will actually see a table

later also where there is a small set of people who actuallydeathat is in a group, they



would actually use the same name and different users will start using thdiaadie

The reasons to change username include benign reasons like space gain, suit a trending
event, a gain or loss anonymity, agljtio reallife events, avoid boredom and malicious
intentions like obscured username promotion and username squatting. | will just tell you
quickly what they are and then when we go into the paper as we move forward, we can
actually look at them in detail Space gain, | said the Ponnurangam Kumaraguru to
Ponguru. Suit a trending event the some event that is going on let us takeriEket,

football | would change mii@h@leto look very similar to them, and therefore, 1 vigiit

more of attraction. Gairor lose anonymity, | create in account Ponguru which is
PonnuranganKumaraguru which is probably very identifiable, whereas if | have an
account saying a guy from Chennai, the anonymity is pretty high.

Adjust to a real life events and things are changingy life. So, earlier let us take | was

a grad student | could have a graduate in my-, but as now | am a professar,

could actually use professor in my user harjéi@idiboredomytiSIBoring since | have
BEERNlSigPonguru for a long timemalicious intent is user obscured username
promotion, | could actually create an account which is, change my user handle which is
very similar to somebody who is popular and actually get my handle promoted and
username squatting. | could actually regidtar an account called Amitabh Bacchan,
now and keep it for me whenever Amitabh bacchan actually wants to create an account,

they would actually have to take the account from me.

This username squatting is actually pretty popular problem in terms of ¢heaoses

also. There was an incident even in India when the current government in central wanted
to have an account there was an issue of PMO India. So, squatting of that handle like
ponguru for somebody to actually use it is a problem and this is adradifproblemin

general domamalso. Somebody could sqL- called pmoindia.in or pmoindia.com

or apple.com, and they could actually have others to pay for. | think there was in there
was an experience with the housing.com when they wanted the doneaén was

squatting for that domain name.
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and understand if the reasons for frequent username changes are be-
nign or fraudulent intend to contribute to identification of malicious
user accounts.

ving 3, DATA COLLECTION

Our data collection methodology is divided in stages. We first
create a large seed set, track the seed set for two months every fort-
night, find users who change usernames more often than others,
filtered these users and track their profiles every fifteen minutes for
a longer stretch of 14 months.

Seed Set: In order to access any changes to username, we needed to
track users as Twitter API does not provide any notification when-
ever there are any changes. Users are selected at random to general-

Al MY o (e

.......

So, now let us look at actually the data set collection.

(Refer Slide Time: 10:44)

ece 2 Obdunpdt
Dom | GuDeBeE| @@ 2 |es]l=@ox]-]|E2 cHIE Tools  Fil&Sign | Comment
T . . Ever
per with limitations and future directions. -
user
2. RELATED WORK o
A user’s profile on a social network is composed of variety of user
attributes like name, location, posts, and friends. These attributes 1, 2
change over time as the user relocates, explores new interests, and Mul

meets new friends. Studying changes to these attributes can help as 8.
trace the user’s history and help various applications to cater to

new likings and moving patterns of the user. Seec

by ¢
Evolving User Behavior: Researchers have studied user’s posts 201¢
over time and suggest that few topics of posts remain consistent due scrit
to user’s inherent interests while new topics evolve due to breaking and
events, and news from social circles [8]. User’s location has been are (
studied to note patterns of relocation in order to find her other so- as

.......

So, as | said before in related work tiiBEresiSMention of three different types of
domains in thisthree different areas that this paper attacks which is evolving user
behavior how users are actually changing the behavior online.
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Profile Linking: Temporal changes to profile, post or connection
attributes help users to reflect their changing requirements. Col-
lective data over time could be helpful to understand the user and
model the user better. A plausible application of temporal data is
to linking profiles of user acress social networks. Pioneering stud-
ies by Perito ef al. and Zafarani et al. show that by using unique
attribute of the user — username, it is possible to achieve good ac-
curacy on profile linking. To an extent, the studies aimed to model
user behavior of creating usernames and assumed similar behavior
on other social networks [6, 13]. However, both the studies as-
sumed prior access to a set of user profiles known to belong to the
user across networks in order to extract usernames and model the
username creation behavior. We, however, collect usernames cre-
ated within a single social network i.e. Twitter and initiate research
on understanding nsername creation hehavior nsing historv of at-

And the second one is profile linking, which we have seen in this course before in terms
of actudly connecting to user handles and finding out whether there is a same identifying

malicious.
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preferences while choosing new usernames, and believe that such a
characterization can help profile linking.

Identifying Malicious Users: Extensive research has devised meth-
ods to identify fake followers [14], and spam accounts [15]. De-
vised methods analyze profilés, tweeting behavior, URLS, redirec-
tions, followers and connection network to identify a malicious or
anomalous behavior. Only few studies examine the temporal as-
pects of these users and include them as a feature for malicious user
detection [16]. Our work of tracking an account’s Twitter username
and understand if the reasons for frequent username changes are be-
nign or fraudulent intend to contribute to identification of malicious
user accounts.

3. DATA COLLECTION

All these three different types of domains actually come into this research work, so the
authors actually mention about these related.
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3. DATA COLLECTION

Our data collection methodology is divided in stages. We first
create a large seed set, track the seed set for two months every fort-
night, find users who change usernames more often than others,
filtered these users and trackitheir profiles every fifteen minutes for
a longer stretch of 14 months.

Seed Set: In order to access any changes to username, we needed to
track users as Twitter API does not provide any notification when-
ever there are any changes. Users are selected at random to general-
ize the analysis on Twitter. However, we chose not to track inactive
users since it is unlikely of them to change their username (or any
profile attribute). We, therefore, selected a seed set of 8,767,576
users who participated in 17 local and global events during April

1 212 - Qantamhar 2 M2 ranardad hv an avant manitarina tanl

Data collection, so in terms of actually the total data that was collected, the authors
actually created a large seed data set, track the seed set of for two months every fortnight,
find users who change usernames morerothan others, filtered theses users and track
their profiles every 15 minutes. Essentially, what others did was they took the large data
set and they were they tried tracking it every fortnight. And for the small data sets, small
user set from this largaelata set, they were actually tracking it for every fifteen minutes.

We will actually explain later why this is this approach authors took this approach.
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Seed Set: In order to access any changes to username, we needed to
track users as Twitter API does not provide any notification when-
ever there are any changes. Users are selected at random to general-
ize the analysis on Twitter. However, we chose not to track inactive
users since it is unlikely ofl them to change their username (or any
profile attribute). We, therefore, selected a seed set of 8,767,576
users who participated in 17 local and global events during April
1,2013 - September 3, 2013 recorded by an event monitoring tool,
MultiOSN [17]. Hereon, we refer to the seed set of 8,767,576 users
as 8.7M users.

Seed Tracking: We tracked 8.7M users for any username changes,
by querying them every fortnight within a period of October 1,
2013 - November 26, 2013, via Twitter Search APL Table 1 de-
scribes the numbers. By comparing two consecutive scans, old




So, | think then users who participated in the 17 local and global esveritgy April 1,

2013 to September 3, 2013. So, essentially there where they have to be some ways of
collecting the users So, one approach that they took is events between April and
September, 2013 all the people who posted at about these global evéatsdies were

taken and they were actually the data for these 8.7 million users were collected which is

about that users handles.

(Refer Slide Time: 13:05)

Seed tracking, now from now on 8.7 users is the seed users. 8.7 million users for any
username chges by querying them every fortnight within a period of October 2013 and
November 2013. So, 8.7 million users, every fourteen days go and check whether they

have actually changed their handle.

By comparing two consecutive scans, old and new usernansesissEr were recorded,
which is if fourteen days before, if my account was Ponguru, and today my account is
ponnurangam dot kumaraguru both of them are actually captured. Twitter usernames are
caseinsensitive; therefore, any changes, any case changes@tereunted as username
changes. We found that 853,827 users of the 8.7 million users which are about 10
percent, changed their usernames at least once during a small observation period of 2
months. In these 2 months, 10 percent of these 8.7 million abargyed their user

handle which is actually pretty large, 10 percent of users changing their user handles.



